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TrK-314 HactpanBaemble KOMMYTaTOPbl 2 YPOBHSA
BBepeHu
PykoBOACTBO MO MCMONb30BaHUIO UHTepdeica KomaHaHom cTpoku (CLI)

1. BBEAEHUE

OnucaHne KOMaHA, B JAHHOM PYKOBOACTBE OCHOBAHO HAa MPOrpaMMHOM obecrnevyeHun
Bepcumn 1.0 (DRAFT). lMpeacTtaBneHHbI 34€Cb CNUCOK ABNSETCS MOAMHOXECTBOM
KOMaHA, noagepxuBaemMbix KoMMmyTaTopamu cepumn TTK-314.

1.1 Ayguropuns n cogepxaHme

PyKOBOZLCTBO MO MCMONb30BaHMO UHTepdenca KomaHgHom ctpoku (CLI) npegHa3HavyeHo
npenMMyLecTBeHHO ANA aAMUHUCTPATOPOB CeTn U  apyrux npodeccmoHanos IT-
WHAYCTPUKM, OTBETCTBEHHbIX 3a YMpaBfieHMEe KOMMYTaTOPOM C MOMOLLbIO MHTepdenca
KOMaHAHOW CTpoku. MHTepdenc KOMaHAHOW CTPOKM SBNAETCA OOHMM M3 [OCTYMHbIX
nHTepdencos ona ynpasneHns kKommytatopom cepumn TIFK-314, B LaHHOM pyKoBOACTBE
B JdasibHeMWeM WMeHyeMbIM «KOMMyTaTop». [JaHHOe pyKOBOACTBO MOApa3yMeBaeT Y
yutaTens Hanuume HeobXOo4MMOro oOnbiTa M 3HAaHMK NpuHUMNOB paboTbl Ethernet,
coBpeMeHHbIx ceTen n LAN.

1.2 YcroBHbIe 0O0O3HaYeHUs

OnucaHu

(]

TEeKCT OCHOBHOW TEKCT AOKYMEHTA.

KomaHpgbl, onumn KOMaHA M KitoyeBble cnoBa. Knto4yeBble
NONY>XUPHbIA WPUPT| CNO0Ba B KOMaHAHOW CTPOKe HEOOXO0AMMO BBOAUTb MMEHHO
TaK, Kak OHM 0TOBpaxeHbl.

MapameTpbl UK 3Ha4YEHUS, KOTOPble He0bXOAMMO yKa3aTb.
KYPCHUB
3AT/IABHBLIMMU MapameTpbl B KOMAaHAHOM CTPOKEe HEOOXOAMMO 3aMeHUTb

XXenaeMbiMi.

JlononHuTenbHoe 3Ha4YeHne UM Habop AOMNONHUTENbHbIX
KBagpaTHble ckoOku [ ]
apryMeHTOB.

AnbTepHaTUBHbIE  KJIOYEBble C/IOBa  3aK/O4YaloTCca B
bUrypHble CKOOKN M paspensoTcs BepTUKaNbHON YepTou.
durypHbie ckobku {}
Kak npaBuno, HeobxoanMmo BbibpaTb OAWH W3 BapWAHTOB,

pa3feneHHbIX BEPTUKANTbHOW YePTOMN.

[lononHuTeNbHbIE 3HAYEHUS UIM aPIYMEHTbI 3aKJ/H04aoTCS
B KBagpaTHble CKOOKM W pa3gensoTca BepTUKAIbHON
BepTukanbHasi yepTa| | uYepToi. Kak npaBuno, HeobxoAuMMo yKa3aTb OOHO WM
HeCcKosbKo 3HaYeHUI/apryMeHToB, pa3feneHHbIX
BEPTMKaNbHOW YepTOMW.
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TrK-314 HactpanBaemble KOMMYTaTOPbl 2 YPOBHSA
BBepeHu
PykoBOACTBO MO MCMONb30BaHUIO UHTepdeica KomaHaHom cTpoku (CLI)

OnucaHm

e

JKpaH KOHCONU, BK/KOYAA NMpuUMepbl BBeAEHHbIX KOMaHA C
WpwndT Courier New Ha| COOTBETCTBYIOWMM BbiIBOOOM. Bce npumepbl B AaHHOM
CcBeTNo-cepom doHe PYKOBOACTBE OCHOBaHbl Ha KOMMyTaTope TIK-314-24/4-M.

| BaxHasa wuHboOpmauusa, KoTopas MOXeT TMOMOYb B
NHdopmaumsa .
L MCNoJib30BaHUN YCTPOUCTBaA.
| BHumaHue: NHpopmaums o noTeHUManbHOM yrpo3e YyCTPOMUCTBY UK O
L Mthopmag,M noTepe AaHHbIX, a TaKXe crnocobbl 31O npengoTBpaTnTb.
a
1.3 OnucaHnsa KomaHg

NHdopmaums o Kaxaon KoMaHae B AaHHOM PYKOBOACTBE MPEACTaB/ieHa C MOMOLLbIO
cnepylowmx nonemn:

« OnucaHue - kpatkoe onucaHne GyHKLMOHANA KOMaHAbI.
«  CHMHTaKCMUC - TouHaa hopma KOMaHAbI U NpaBu/ia ee HanMcaHus.

« MapameTpbl - Tabnuua c KpaTKUM OMMCaHMEM OMUMI UNKU Tpebyembix
MNapamMeTPOB M UX UCMOJIb30BAaHMEM B KOMaHAe.

« [lo ymon4yaHuIO — eciv KOMaHAa 3a4aeT HOBOE 3HayYeHne KOHdUrypauum mnm
COCTOSIHME KOMMyTaTopa (Hanpumep, OTIMYHOE OT MCMOJIb3yeMoro), 3To oyaer
NoKa3aHo B laHHOM norne.

 PeXum BBOAA KOMaHAbl — pexuM, B KOTOPOM BO3MOXHO WCMO/Nb30BaHNe
KOMaHAbl. PexXunmbl onncaHbl B pasaene Pexxumpl BBOAa KOMaHAg, CTp. 6.

* VPOBEHb KOMaHAbl MO YMOJTYaHUIO — ypoBeHb NpUBUNErNMN NOMb30BaTENS,
HeO6XO,EI,l/IMbIl7I Ona Ncnonb3oBaHNA KOMaHbl.

« WMcnonb3oBaHue KOMaHAbl — peTasibHOE OMMcCaHuWe KoOMaHAbl U pa3fINYyHbIX
cueHapueB ee MCNOoJ1b30BaHUA.

« Tpumep - npumep Mcnonb3oBaHMsA KOMaHAbl B MOAXOASALLEM CLEHAPUN.
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TrK-314 HactpanBaemble KOMMYTaTOPbl 2 YPOBHSA
BBepeHu

PykoBOACTBO MO MCMONb30BaHUIO UHTepdeica KomaHaHom cTpoku (CLI)

1.4 Pe>xuumbl BBOga KOMaH4

B uHTepdence komaHgHou cTtpoku (CLI) mcnonb3yeTcs HeCKONIbKO PeXVMOB BBOAA
KOMaHA. Habop p[oOCTynHbIX KOMaHA 3aBUCUMT OT PeXMMa U YPOBHA NPUBUNErUN
nonb3oBatens. BBog BonpocuTenbHoro 3Haka (?) nocne npurnaweHus CUCTEMbI
NMo3BONISIET BbIBECTU CMUCOK KOMaHA, AOCTYMHbIX MONb30BaTeNl0 B ONpefesieHHOM
KOMaHOHOM pexume.

Tekywunn wmHTepdenc KOMaHAHOW CTPOKM MNOoAAEepXWBaeT OBa YPOBHS MNpuUBUNErUin
y4YeTHOM 3anuncuy Nosib3oBaTens:

+ Basic User — 1-11 ypoBeHb npuBunervin. [aHHbI ypOBEHb YYETHOM 3anmcu
06nagaeT CcamMbiM HU3KMM MPUOPUTETOM CPeAU YyYeTHbIX 3anncen U NMo3BonsieT
NONb30BaTENIO NOSTYYMUTb AOCTYN K NPOCMOTPY 6azoBon MHPOpPMaLMM O CUCTEME.

* Administrator - 15-11 ypoBeHb npuBunernn. VY4yeTHas 3anucb YPOBHS
Administrator no3BonseT Nony4YnMTb [OCTYN KO BCeM MHPOpPMALUM O CcUCTEME U
CUCTEMHbIM HaCTPOMKaM, AOCTYMHbIM B AAHHOM PYKOBOACTBE.

NHTepdenc komaHaHon ctpokn (CLI) ncnonb3yeT HECKONBbKO PEXMMOB B Clefylolem
nepapxmyeckom nopsigke.

basoBble pexumbi:
» User EXEC Mode (nonb3oBaTeNbCKUIN PEXUM);
* Privileged EXEC Mode (npvBUAernpoBaHHbIN pexum);
* Global Configuration Mode (pexum rnobanbHon KoHGUrypauum).

Mepexon B crneunanbHble PEXUMbl KOHOUIypaLuM OCYLWLECTBAAETCS U3 pexmma
Global Configuration Mode.

PeXunm BBOJAa KOMaHJ HazHa4yaeTCs Cpasy Npu BXoAe Nofb3oBaTesna B CUCTEMY U 3aBUCUT
OT YPOBHA nMpuBMNerMi y4detHon 3anucu. CeaHC HauMHaeTca NMbO B  pexunme
User EXEC Mode, nn6o B pexume Privileged EXEC Mode.

MNonb3oBaTenu c 0a3oBbIM ypoBHeM npuBunernn (Basic User) ocywiecTBnsoT BXog B
pexume User EXEC Mode.

Monb3oBaTenu c pacwupeHHbIM ypoBHeM npueunernin (Administrator) ocywecTtensioT
Bxoz B pexume Privileged EXEC Mode.

CooTtBeTcTtBeHHO, pexum User EXEC Mode uvcnonb3syetcs ana Basic User, a pexum
Privileged EXEC Mode npepoctaBnsietr ¢yHkunm yposHs Administrator. MNepexon B
pexum Global Configuration Mode poctyneH TONbKO MNONb30BATENAM YPOBHS
Administrator.
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TrK-314 HactpanBaemble KOMMYTaTOPbl 2 YPOBHSA
BBepeHu
PykoBOACTBO MO MCMONb30BaHUIO UHTepdeica KomaHaHom cTpoku (CLI)

CneuuvanbHble  peXxumbl  KOHPUrypauuMmM  OOCTYMHbl  TOMbKO  MOSb30BaTeNsIM  C
MaKCUManbHbIM ypoBHeM npueunerui (Administrator).

B Ta6nmu,e KpaTKO npeacraB/ieHbl 4OCTYMHbIe KOMaHOHbIE PEXWNMbI, BKJTIO4HadA GasoBble U
HeCKONbKO creuunanbHbiX. bonee I'IO,EI,pO6HO OaHHbIE PEeXUMbI PaACCMATPUBAOTCA B
OonncaHnm noa Ta6J'IVILI,EI7I. OnuncaHnsa oCTanbHbIX CNeunanbHbIX pPexmnmoB B 3TOM pa3gene
He TnpeacraB/ieHbl. Ona nosilyd4eHund I/IHCI)OpMaLI,l/II/I O [OONONIHUTEJNIbHbLIX PEXNMaX
HaCTpOVIKM HeO6XO,D,VIMO O6paTVITbCF| K TrnaBamM, OTHOCAWMMCA K 3TUM d)yHKLI,VIFIM.

Tabauya 1. JocmynHble KOMAaHOHbIe peXXUMbl U YpOBHU npususieauli:

Pe)xum BBopa KomaHp, / OnucaHu
YpoBeHb NpuBUiernm €
User EXEC Mode / CaMbll  HM3KUMA YPOBEHb NPUOPUTETA Cpeaun
ypoBeHb Basic NONb30BaTENbCKMX YHETHbIX 3aNnceun.
User

MpocmoT 0a30BbIX HACTPOEK CUCTEMbI U
Privileged EXEC Mode P P P

/ypoBeHb
Administrator

nHpopmaummn o paboTte yCTPONCTBA, yrnpaBneHme
CUCTEMOMN.

MpuMeHeHne rnobanbHbIX HAcTPOEK AN BCeMN

Global Configuration Mode
cncTembl. Takke UCNONb3yeTcs ANA nepexofa K

/ypoBeHb Administrator
crneumnanbHbIM peXxmnmam.

Interface Configuration .
Pex1m KoHpUrypaumm nHtepdencos.
Mode /ypoBeHb

Administrator

VLAN Configuration Mode
/ypoBeHb Administrator

Pexunm koHourypaumm VLAN-ceTw.

User EXEC Mode c 6a3oBbim ypoBHEeM pgocTyna Basic User
EcTb BoCTyn TONbKO K NPOCMOTPY 6a30BbIX HACTPOEK CUCTEMBI U MHbOPMaUuK o paboTte
YCTPOMCTBA. B faHHbI peXrM MOXHO BOUTU C y4eTHOM 3anucbio Basic User.

Privileged EXEC Mode ¢ pacwuvMpeHHbIM YypOBHEeM pocTyna
Administrator

Pexum npefHasHayeH Ansi NpocMoTpa 6a3oBbiXx HACTPOEK CUCTEMbl U MO3BONSET
NMoNb30BaTeNsIM  OCYLLECTBNATb HACTPOMKM CEAHCOB JIOKANbHOrO TepMMHana mu
BbINONHATL 0a30BYyl0 MNPOBEPKY CETEBbIX MOAKMOYEeHWUN. [lonb3oBaTeslb He MOXeT
NoNyyYnTb AOCTYN K MHOOPMaLuMKM, OTHOCSLWeEeNcs K 6e3omacHOCTU. B AaHHbI pexunm
MO>XHO BOWMTM C y4€THOM 3anncbio ypoBHs Administrator.

Ctpanunua 7 n3 103



TrK-314 HactpanBaemble KOMMYTaTOpPbl 2 YPOBHS
BBepeHu
PykoBOACTBO MO MCMONb30BaHMIO MHTepderca KomaHaHom cTpokwm (CLI)

Pexxum rno6anbHon KoHpurypaumm (Global Configuration Mode)
[aHHbIN pexum Mno3BONSAET BHOCUTb M3MEHEHUs B rnobanbHble HACTPOWKWU BCEW
cucTembl. [Ina Bxoga B pexum TpebyeTcs y4veTHass 3anmcb ypoBHSA Administrator.
MomMuMo NpumeHeHnst rNobanbHbIX HACTPOEK A1 BCEN CUCTEMBI, AAHHbIA PEXUM TaKxe
ncnonb3yeTca ANA nepexoda B CreuvanbHble pexumbl KOHGUrypaumn. Ana goctyna K
pexumy rnobanbHoM KoHbUrypaumm nonb3oBaTeflb AO/DKEH BOWTU B CUCTEMY C
COOTBETCTBYIOWMM YPOBHEM YYETHOM 3anMch M BBeCTM KomaHay configure terminal B
NPVBUIErMPOBAHHOM pPeXMME.

B cnepywoowem npumepe BbIMONHAETCA BXOA4 B CUCTEMY C Y4ETHOM 3aMUCbio YPOBHSA
Administrator B pexume Privileged EXEC n ucnonb3syetcsa komaHga configure terminal
AN nepexofa B pexum rnobanbHon KoHbUrypaunm:

MopsooK OeNCTBUIM ONS BXOAA B CneunasnbHble PeXuMmbl NPeacTaBneH B AaNlbHEMLWNX
rnaBax pPyKOBOACTBa. [laHHble KOMaHAHble PEeXMMbl WCMONb3YKTCA AN HACTPOMKM
oTAeNbHbIX PYHKUMN.

Pexxum KoHdurypauum uHtepdeincoB (Interface Configuration Mode)
Pexx1m KoHburypaumm nHteppencoB ncnonb3yeTcs ANns HaCTPOMKM NapaMeTpoB O4HOI0
NN HECKONBbKNX UHTepdencoB. B kauecTBe nHTepdeinca MoxeT BbiCTyNaTb GU3MYECKU
nopT, QAwnanasoH noptoB, port-channel, VLAN-uHTepdenc. KomaHabl pexuma
KOHpUrypaumm unHTEepdENCOB HEMHOro OT/MYATCA B  33aBUCMMOCTM OT TuMa
nHTepdenca.

[nsa goctyna K pexmmy KoHOUrypaumm nHtepderncos He0b6XoanMMo UCNONb30BaTb
cnepnyoLLyo KOMaHay B pexume rnobanbHom KOHGUrypaumm:

Pexxum koHPpurypauum VLAN (VLAN Configuration Mode)

Pexunm koHourypaumm VLAN ncnonbsyeTcs Ans HacTponkn napametpos VLAN.

[nsa poctyna K pexumy KoHourypaumm VLAN HeobxoamMmo MCnob30BaTb ClenyloLlyto
KOMaHZy B pexume rnobanbHom KOHGUrypaLmm:
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TrK-314 HactpanBaemble KOMMYTaTOpPbl 2 YPOBHS
BBepeHu
PykoBOACTBO MO MCMOJIb30BaHMIO MHTepdenca komaHaHow cTpoku (CLI)

1.5 Co3gaHue nosib30BaTe/ibCKoOU y4YeTHou
3anucu  (KkomaHgausername)
Mo YyMONYaHUIO Ha YCTPOMCTBE CyL,eCcTBYeT y4eTHas 3anmcb admin ¢ naponem admin. Bbl

MOXeTe Co3[aTb Apyr1e y4yeTHble 3anucK (o 32) ¢ nomoLbio KoMaHabl username. MNpu
NCNoNb30BaHMM GOPMbl NO KOMAHAA YAANUT YHETHYHO 3aMuChb.

username NAME {{password PASS | nopassword} | {privilege
LEVEL}no username {user NAME | all}

MapameTpbl

YKaxuTe MMsi nosib3oBaTenst s HOBOW y4eTHOM 3anucu (He
NAME 6onee 32 c<umBonos). Wcnonb3ynte naTUHCKME OyKBbl
BEPXHEro 1 HMUXHEro perncTpa, undpbl, CMMBObI «aeduc» (-

), «<noayepkmBaHme» (), «Touka» (.)

YKkaxuTe naponb pAgns y4vyeTHom 3anucn (He Oonee 64
password PASS
CMMBOJIOB).

no password YKaxuTe, 4ToObl B JAHHOW Y4E€THOM 3anNnUcK He Bblf1o Napons.

YKaxuTe ypoBeHb npusunernu. lnanasoH 3HayeHumn: ot 1 go
privilege LEVEL 15. Ecnm ypoBeHb He yKa3aH Npu CO34aHMN YYETHOM 3anucu,
ypoBeHb npusunernu — 1.

user YKaxuTe y4eTHY 3anncb, KOTOPY HEOOXOAMMO yaANUTb.

" YKaxute, 4ToObl yAanuUTb BCe Y4YeTHble 3anucu, Kpome
a .
TeKyLEeN.

Mo ymonyaHuio
HerT.

Pe>xnm BBOAa KOMaHAbI
Pexxum rnobanbHomn koHpurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YpoBeHb 15.

Ncnonb3oBaHMe KOMaHAbI
V|CI'IOJ'Ib3yl7ITe OaHHYKO KOMaHAy pAnda co3aaHna HOBOM yHeTHOVI 3anmMcn, MUamMeHeHud
naposia nnnm ypoBHA rnnpmnsnunernn gnqd CVLLI,GCTBYPOLLI,GVI yHeTHOVI 3anncn Unu ee yganeHums.
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TGK-314 HactpanBaemble KOMMYTaTOPbI 2 yPOBHSA
BBepeHu

PykoBOACTBO MO MCMOJIb30BaHMIO MHTepdenca komaHaHow cTpoku (CLI)

Mpumep
B naHHOM Npumepe NokasaHo, Kak CO34aTb YYETHYIO 3aNncb mainuser ¢ naponem rtgjdt

N ypoBHeM npusunerumn 15.
TGK-314# configure terminal
TGK-314 (config)# username mainuser password rtgjdt

mainuser test password rtgjdt

TGK-314 (config) # username mainuser privilege 15
mainuser test privilege 15

TGK-314 (config) #

CtpaHunua 10 3 103



TrK-314 HactpanBaemble KOMMYTaTOPbl 2 YPOBHSA BasoBble KOMaHAbI

. - uHTepdelica
PyKOBOACTBO MO MCMOJb30BaHMIO MHTepdelica KomaHaHoM cTpokw (CLI)

2. BA3OBbIE KOMAHAbl UHTEP®ENCA
KOMAHOHOUCTPOKMU

2.1 help

[aHHasa KoMaHAa Mcnonb3yeTcs AN 0TobpaxeHMs KPaTKOM CNpaBoYHON MHGOPMALUN.
Ncnonb3ynte komaHay help B nto6om pexunme.

help

MapameTpbl
HerT.

Mo ymonyaHuio
HerT.

Pexum BBOOaAd KOMaHAbI
Monb30BaTeNbCKUI UK NpUBUNErMpPoBaHHbIN pexnm (User/Privileged EXEC Mode).

JTtoGon pexmm KoHbUrypauum.

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 1.

Ncnonb3oBaHue KOMaHAbI
KomaHpa help vcnonb3yetcs gns oTobOpakeHUs KpPaTKOW ClpaBOYHOW MHpOpMaumu,
BKJIIOYAET cnefyolme pyHKUNK:

* YTOObI NepeuyncnuTb BCE [OOCTYMHble KOMaHAbl ANA OonpenenieHHOro pexuma,
BBEANTE BOMNPOCUTENbHbIN 3HaK (?) B CUCTEMHYIO NOACKA3KY.

*  YT06bI NONYYNUTb KPaTKOE OMNUCaHWE onpeaesieHHOM KOMaHabl, BBeAnTe KoMaHay
MOJTHOCTbIO N BOMPOCUTENbHbIN 3HaK (?) cpasy 3a Hel.

* Y106blI MONMYYUTb CMMCOK KOMAHA, HAYMHAOWMUXCA C ONpeaeneHHom
NocnefoBaTeNlbHOCTU  CMMBOJIOB, BBEAUTE  COKPALWEHHYI  KOMaHay MU
BOMNPOCUTENbHbIN 3HaK (?) cpa3y 3a Hen. Takasa popma HasbiBaeTcs word help, Tak
KaK OHa COAEPXWUT TOMbKO K/HOYEBbIE CNOBA WM apryMeHTbl, HaYyMHatowmecs ¢
BBEOEHHOI0 COKPaLLEHUs.
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* YT0ObI NMepeyncnnTb KIYEeBble C/I0BAa W aprymMeHTbl, CBA3aHHble C KOMaHAOW,
BBEAMTE BOMPOCUTENbHBIN 3HAK (?) HAa MeCTO KJIKOYEBOro C/IOBA UKW aprymMeHTa B
KOMaHAHoW cTpoke. Takasa popma HasbiBaeTcs command syntax help, Tak kak oHa
COAEPXMUT CMNCOK KITHOYEBbIX CZIOB UMW apryMeHTOB, MPUMEHSAEMbIX Ha OCHOBEe
yXXe BBe,eHHON KOMaHAbl, K/TIO4YEBOro C/I0Ba UM apPryMeHTOB.

Mpumep

B maHHOM nNpuMepe NokasaHo ncnonb3oBaHne komaHabl help ona otobpaxeHusn
KPaTKOro ONMCcaHnsa KOMaHAbl.

TGK-314# ping6?

> [7?]
pingb Ping test for IPv6 protocol
TGK-314# ping6

Cnenyowmn npnumep nokasbiBaeT ncrnonb3oaHue word help gna otobpaxkeHns komaHz
nonb3oBatenbckoro pexuma (User EXEC Mode), HauMHalOWMXCS C CUMBONA «p».
CvmBoONbI, BBEAEHHbIE Mepes BONMPOCUTENbHbIM 3HakoMm (?), oTobpaxkeHbl B cnepytowen
CTPOKe, YTOObI MPOJOMKNTD BBOS KOMAHAbI.

TGK-314> p?

> [7?]

ping Ping test for IPv4 protocol
ping6 Ping test for IPv6 protocol
TGK-314> p

Cnepyowmn npumep NokasbiBaeT UCMOSIb30BaHMe KOMaHAbl command syntax help ons
OTOOpaxeHUst cnepylowero aprymeHTa KomaHgbl ping. CMMBONbI, BBEAEHHblE Mepes
BOMPOCUTENbHLIM 3HaKoM (?), oToOpaXeHbl B crepyowen cTpoke, YTobbl NPOAONXNTD
BBOJ, KOMaHAbI.

TGK-314> ping ?

> [ping ?]

IP-ADDRESS The IPv4 address of the destination host
HOST-NAME The host name of the system to discover
TGK-314> ping
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2.2 enable
[laHHaaA KOMaHAa NCNONb3yeTCs ANA NU3MEHEHUA YPOBHS NPMBUNIETNM aKTUBHOM CECCUN.
enable [LEVEL]
MapameTpbl
(OnunoHanbHO) YKa3biBaeT ypoBeHb NpuBuiernn. [lnanasoH
LEVEL 3HayeHmMn: ot 1 pgo 15. Eciam  He ykasaHo, Oyget

MCNONb30BaTbCA 3Ha4YeHne 15.

Mo ymonyaHuio
Her.

Pexxum BBOAga KOMaHAbI
Monb3oBaTeNnbCKUI UK NpuBmUnernpoBaHHbIn pexnm (User/Privileged EXEC Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI
Ecnv npuBunernpoBaHHbIN YpoOBEHb TpebyeT Napons, BBEAUTE ero B COOTBETCTBYIOLLEM
none. Npu Heyaa4yHOM BBOZE YPOBEHb MPUBUMIETNU HE USMEHUTCS.

Mpumep

B naHHOM nNpumepe NokasaHO U3MEeHeHMe YPOBHSA NPUBUNETNN aKTUBHOW ceccum Ha 15
YPOBEHb.

TGK-314> show privilege

show privilege

Current user privilege level is 1
TGK-314> enable 15

enable 15

Password:

TGK-314# show privilege

show privilege

Current user privilege level is 15

'GK-314#
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2.3 disable

[laHHasa KOMaHOA UCMONb3yeTCa AN U3MEHEHUS YPOBHS NMPUBUIErNM aKTUBHOWN CeCCUMU
YYETHOM 3anncKn Ha bonee HU3KKN.

disable [LEVEL]

MapameTpbl

(OnumoHanbHO) YKa3biBaeT ypoBeHb NpuBUIernu. JuanasoH
LEVEL 3HayeHmMn: ot 1 pgo 15. Eciam  He ykasaHo, Oyget
MCNOJSIb30BaTbCA 3HAa4YeHMe 1.

Mo ymonyaHuio
HerT.

Pexum BBOOaAd KOMaHAbl
Monb3oBaTeNnbCKU MNN NpuemunernpoBaHHbin pexnm (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJT4HaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI
Ncnonb3ynTe faHHY0 KOMaHAy ANSt UBMEHEHUS YPOBHS MPUBUIETNMM aKTUBHOM CECCUM
YYETHOM 3anMcKn Ha 6bonee HU3KUN.

Mpumep
B naHHOM npmmepe nNokKasaHo MaMeHeEHNE ypOBHA NpUuBuUnernmn aKTUBHOM ceccumn Ha 1
YPOBEHb.

show privilege

Current user privilege level is 15

TGK-3144# disable 1
disable 1
TGK-314> show privilege

show privilege
Current user privilege level is 1

TGK-314>
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2.4 configure terminal

[aHHas KoMaHA[a ncnonb3yeTcs s BXoAa B pexum rnobanbHom koHpurypaumm (Global
Configuration Mode).
configure terminal

MapameTpbl
HerT.

Mo ymonyaHuio
HerT.

Pe)xxum BBOAa KOMaHAbI
MpuBnnernpoBaHHbIn pexunm (Privileged EXEC Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
Ncnonb3ynTe gaHHY0 KOMaHAY 419 BXOAA B PeXUM rinobanbHOmM KOHPUrypaunm.

Mpumep
B LaHHOM NpMmepe NokasaH nepexopn B pexum rnobanbHomM KOHGUrypaummu.
TGK-314# configure terminal

K- 4 (confiqg) #
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2.5 logout / quit
ﬂ,aHHbIe KOMaHObl NCNOJIb3YKOTCA 014 3aBepLleHnd aKTUBHOWM ceccuun u BbiXOOa U3
CNCTEMbI.

logou

tquit

MapameTpbl
HerT.

Mo ymonuyaHuio
Her.

Pe)xxum BBOAa KOMaHAbI
Monb3oBaTeNnbCKUIA UNKU NpuBmUNernpoBaHHbIn pexnm (User/Privileged EXEC Mode).
JTiobon pexumm KoHbUrypaumm.

VpOBeHb KOMaHAbl NO YMOJTHaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI

V|CI'IO}'Ib3yl7ITe OadHHblE KOMaHAbl On14 3aBepleHnd aKTMBHOM CeccMn U BbIXoga
nonb3oBaTtend N3 CUCTeEMbI.

Mpumep
B paHHOM npmmMmepe nokKasaH rnpouecc ebixoaa ns CMCTeMbl C MOMOLBbHO KOMaHbl Iogout.

TGK-314# logout

logout
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2.6 end

[aHHas KOMaHAa MCNonb3yeTcs A5 BbIXOAA M3 TEKYLWEro pexumma KoHpurypaumum wm
BO3BPALLEHMS K HAYa/lbHOMY pexumy wuHTepdenca komaHgHow cTtpoku (CLI) pns
JaHHOro nonb3oBaTens, T. €. K nonb3oBaTenbckomy pexumy (User EXEC Mode) mnnu
npueunernposaHHomy pexumy (Privileged EXEC Mode).

end

MapameTpbl
HerT.

Mo ymonyaHuio
Her.

Pexxum BBOAa KOMaHAbI
Monb30BaTeNbCKUI UK NpUBUNErMpPoBaHHbIN pexnm (User/Privileged EXEC Mode).

JTiobon pexumm KoHbUrypaumm.

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI

Mcnonb3yinTe faHHYO KOMaHAy O/ BO3BPALLEHWUS K HAYa/lbHOMY pexumy uHTepderica
KoMaHZHon ctpoku (CLI).

Mpumep
B maHHOM npuMepe MoKa3aHo, KakK 3aBepLlNTb CeaHc paboTbl B pexmme KoOHPUrypauum

nHtepdencos (Interface Configuration Mode) n BepHyTbCS B NPUBUNErMPOBAHHbIN
pexum (Privileged EXEC Mode).

TGK-314 (config)# interface ethernet /0/8
TGK-314 (config-if)# end
end
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2.7 exit

[aHHas KOMaHAa MCNonb3yeTcs ANS BbIXO4A M3 TEKYLWEero pexmma KoHpurypauum u
BO3BpallleHMA K npegpigywemy pexumy. Ecim  Tekywmm pexumom  aBnseTcA
nonb3oBatenbckmin pexmm (User EXEC Mode) wunuM NpMBUNErMPOBAHHbLIN  PEXUM
(Privileged EXEC Mode), BbinofIHEHWE KOMAHbl MO3BOJIUT BbINTU U3 TEKYLLLEN CECCUMN.

exit

MapameTpbl
HerT.

Mo ymonyaHuio
Her.

Pe)xxXum BBOAa KOMaHAbI
Monb3oBaTeNbCKUn N NpUBUNErMpoBaHHbIN pexum (User/Privileged EXEC Mode).

JTiobon pexumm KoHbuUrypaumm.

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbl

Ncnonb3ynTe AaHHYO KOMaHAy ANA BbIXOOa M3 TEKYLEro pexuma KoHdpurypauum u
BO3BpAlLEHMS K nNpeablaylemMy pexumy. Ecnn  Tekywum pexnmmMom ABNseTcs
nonb3oBatenbcknn pexum (User EXEC Mode) wnu npuBUAErMPOBaHHBIA PEXUM
(Privileged EXEC Mode), BbinonHEHNE KOMaHAblI MO3BOJIUT BbINTU U3 TEKYLLLEN CECCUMN.

Mpumep
B paHHOM npumepe MoKasaH MpoLecC BO3BPALLEHMA W3  pexuma rnobanbHom

koHpurypaumum (Global Configuration Mode) B npuBunervpoBaHHbin pexum (Privileged
EXEC Mode).

TGK-314 (config) # exit
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2.8 show history

[aHHas KOMaH[aA MCnonb3yeTcs Ana NPOCMOTPa CMMCKA KOMaHA, BBEAEHHbIX B TEKYLLEN
ceccuu.

show history

MapameTpbl
HerT.

Mo ymon4yaHuto
HerT.

Pe)xxum BBOAa KOMaHAbI
Monb30oBaTeNbCKUI UK NPUBUNErMPOoBaHHbIN pexnm (User/Privileged EXEC Mode).

JTiobon pexumm KoHburypaumm.

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAabl

Bce BBegeHHble KOMaHAbl COXPAHAOTCA B CMCTEME B TeYeHue Tekyllen ceccuun. bydep
NCTOPUN paccymTaH Ha 256 komaHA. Hasuraumsa no KOMaHAaM B UCTOPUN BbIMOTHAETCS
KnaBuwamn Beepx (ans npocmoTpa 6onee paHHen komaHabl) unu BHKM3 (gna npocmoTpa
bonee no3aHen KOMaHAabl).

Mpumep
BﬂaHHON1HpMMepeHOKa3aHOOTO6anGHMEMCTOpMMKOMaHﬂTeKVMEQCECCMM.
TGK-314# show history

show history

show version
show interfaces counters

show history

3 commands were logged (buffer size is 256)
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2.9 show version
[laHHasa KomaHAa ncnonb3lyeTcs Ans oTobpaxeHus obwen nHbopmaumm o6 ycTponcTee
N ero nporpaMMHomM obecneyeHum.

show version

MapameTpbl
HerT.

Mo ymonyaHuio
HerT.

Pe)xxum BBOAa KOMaHAbI
Monb3oBaTeNnbCKUI NN NpuBmUnernpoBaHHbIn pexnm (User/Privileged EXEC Mode).

JTiobon pexumm KoHbUrypaumm.

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbl
[aHHas KomaHZa nucnonb3yeTcs Ana otTobpaxeHus obuen nHbopmaumm ob ycTponcTee
1 ero NporpaMMHoOM obecneyeHnu.

Mpumep
B paHHOM npumepe nokasaHa YacTb MHbOpPMaLUK 06 yCTPONCTBE, OTOOPaXXEHHOM C
rnomMolLlblo KomaHabl show version.

TGK-314# show version

show version

Hardware:
Hardware Revision 5 Fl
Model Name : TGK-314
Firmware:
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2.10 show privilege
ﬂ,aHHaﬂ KOMaHOa UCnonb3yeTca anA OTO6pa)KeHVIFI TeKyLWero yposH4d rnpusmnnernn.
show privilege

MapameTpbl
HerT.

Mo ymonyaHuio
Her.

Pexum BBOAad KOMaHAbI
Monb3oBaTeNnbCKUn NN NpuBUNErMpoBaHHbIn pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO yMOJ/T4HaHUIKO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI
ﬂ,aHHaﬂ KOMaHOa Ncnonb3syeTca anq OTO6pa)KeHVIFI TeKyLWero ypoBH4d npmsmnnernn.

Mpumep

B naHHOM nNprMepe Noka3aHo, Kak 0TOOPA3UTb TEKYLLUI YPOBEHb NPUBUIIETNN.

show privilege
Current user privilege level is 15

TGK-3144#

a it
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2.11 terminal history

[aHHas KomaHpa ncnosibdyeTca And 3arnmcm KomaHpg, BBeeHHbIX B TeKyLLl,el\/’I ceccun.
I'IpM MCcnoJsib30BaHUA CI)OprI NO KOMaHa NPEeKPaTUT 3aNnCb BBEOEHHbIX KOMaHA.

terminal history

terminal no history

MapameTpbl
HerT.

Mo ymonuyaHuio
Her.

Pe)xxum BBOAa KOMaHAbI
Monb3oBaTenbCKUii UNn NnpuemunerpoBaHHbin pexunm (User/Privileged EXEC Mode).

vaBEHb KOMaHAbl MO YMON4YaHUIO

YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbl

Ecnn BkNtOYeHa 3anmncb KOMaHfA, BCe BBELEHHbIE KOMAaHAbl COXPAHAKTCA B CUCTEME B
TeyeHue TekyLen ceccun. bydpep nctopmum paccumtaH Ha 256 komaHg. Mpu oTKNOYEHUN
3anucm KoMmaHga bydep nctopumn 6yaeTt o4nLLEH.

Mpumep

B maHHOM Npumepe NokasaHo, Kak NPeKpaTUTb 3anncbiBaTb NCTOPUU KOMaHS, TEKyLIJ,GVI
ceccumn.

TGK-314# terminal no history

terminal no history

TGK-3144#
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3. BA3OBbIE KOMAH/AblI HACTPOUKU IPV4
3.7arp

[aHHas KomaHpa ucnonb3yeTcsa Ansa nobaeneHus ctatmyeckon 3anncu B ARP-kaw. Mpu
NCNosib30BaHMM GOPMbl NO KOMAHAA YAANUT CTaTUYECKYHO 3anucb n3 ARP-kawa.

arp ADDR MACADDR
no arp ADDR MACADDR

NMapameTpbl

ADDR YkaxuTte IP-agpec.

MACADDR Ykaxute MAC-agpec (B popmate 00:AB:CD:EF:12:34).

Mo ymonyaHuio
Mo ymonyanuto B ARP-K3LWwe HeT HM 0gHOWM CTaTUYeCKOM 3anmcu.

Pexxum BBOOaAd KOMaHAbI
Pexunm rnobanbHomn koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO0 YMOJTYaHUIO
YposeHb 15.

Ncnonb3oBaHue KOMaHAbI
Tabnuua ARP obecnedmBaeT cooTBeTcTBME IP-agpecoB n MAC-agpecos. [JaHHOe
COOTBETCTBME XPAHUTCA B MAMSATM 1 He 3aNpaLLMBaAETCA NOCTOSAHHO.

Ncnonb3ynTe gaHHyo KOMaHAay ona gobasneHus ctatndeckmx ARP-3anucen.
Mpumep
B maHHOM npumepe nokasaHo, Kak obaBuTb cTaTudeckyto ARP-3anuce.

TGK-314# configure terminal
TGK-314 (config) # arp 192.168.100.10 00:AB:CD:EF:11:22
arp 192.168.100.10 00:AB:CD:EF:11:22

TGK-314 (config) #
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3.2 arp timeout

[aHHas KoMaHOa ucnonb3lyeTcs AN HAaCTPOMKWM BpemeHW ycTapeBaHus (aging time)
ARP-3anuncen B Tabnuue ARP. lpu ucnonb3oBaHun GopmMbl NO KOMaHAa BepHeT
HaCTPOMKM MO YMOJTYAHMIO.

arp timeout SECS

no arp timeout

MapameTpbl

YKa3blBaeT Mepuop BPEMEHMU, MO WUCTEYEHUM KOTOPOro
SECS AVHaMM4YecKas 3anucb ycTapeBaeT (Mpu OTCYTCTBUW CETEBOW
aKTMBHOCTM). [OCTYyMNHbIM Anana3oH 3HavyeHun: ot 0 go 65535

cekyHn,.

Mo ymonyaHuio
Mo ymonyaHuio 3agaHo 3HaveHue 30.

Pe)xxum BBOAa KOMaHAbI
Pexunm koHpurypauum nHtepdericos (Interface Configuration Mode).

VpOBeHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
[ns ncnonb3oBaHUSA AaHHOM KOMaHAbl HEOOXOAMMO MepenTn B pexum KoHPUrypaumm

nHtepderica VLAN (interface vian).

Ncnonb3ynTe faHHYIO KOMaHAY ANA HacTPOMKM BpemeHn ycTapeBaHus ARP-3anucen B

Tabnuue ARP.

Mpumep

B naHHOM NpuMepe NokasaHo, Kak yBeNn4uUTb BpeMsa ycTapesaHusa 40 60 cekyHA,.
TGK-314# configure terminal

TGK-314 (config)# interface vlan 1

TGK-314 (config-vlan-if)# arp timeout 60

arp timeout 60

TGK-314 (config-vlan-if) #
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3.3 clear arp-cache

[aHHasA KoMaHAa UCcnonb3yeTcs ons yaaneHns ouHaMmMyeckmnx sanmcen ns Tabnuubl ARP.

clear arp-cache {all | vlan VID | ADDR}

MapameTpbl
all YKaxuTe, 4ToObl yOannTb Bce AnHammn4yeckme ARP-3anuncu.
vian Ykaxute, 4T0Obl YyAanuTb puHammyeckne ARP-3anucw,
CBfA3aHHble c onpepeneHHon VLAN.
VID NpeHtndumkatop VLAN.
ADDR IPv4-appec guHammyeckon ARP-3anucu.

Mo ymonyaHuio
Her.

Pexxum BBOOaAd KOMaHAbI
Monb3oBaTeNnbCKUI UNK NpuBmUnernpoBaHHbIn pexnm (User/Privileged EXEC Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO

YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI

Ncnonb3ynTe AaHHYO KOMaHAY ANS yoaneHua gUuHaMuyYeckmnx 3anucen ns tabnuubsl ARP.
Mo>HO yoannTtb Cpasy BCe AUMHaMU4YeCcKne 3arnncu, ToJIbKO AUHaMUNYeCKune 3anncu,
CBfi3aHHble C onpefaeneHHbIM IP-agpecom mnm gnHammyeckme 3anucm ons KOHKPEeTHOM

VLAN.

Mpumep
BﬂaHHON1ﬂpMMep6HOKa3aHO,KaKyﬂaﬂMTbBceﬂMHaMquCKMe3aﬂM04M3ARP-Ta6ﬂMHbL
TGK-314> clear arp-cache all

clear arp-cache all

'GK-314>
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3.4 jp address

[aHHaA KomaHAa ncnonb3lyeTcs AnA HasHayveHusa nHtepdency IPv4-agpeca. Mpun
Ncnonb30BaHUM GOpPMbl NO KOMAHAA YAANUT Ha3Ha4vyeHHbIN IP-agpec.

ip address ADDR NETMASK

no ip address

MapameTpbl
ADDR YKka3biBaeT IPv4-agpec.
NETMASK YKa3blBaeT MacKy NogceTu.

Mo ymonyaHuio
IPv4-agpec no ymonyaHuio ans VLAN 1: 10.90.90.90/8.

PeXXum BBOAa KOMaHAbl
Pexunm KoHpurypaumm nntepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJ/T4HaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
[ns ncnonb3oBaHUA faHHOW KOMAHAbl HEOOXO4MMO NepenTn B PeXnM KOHPUrypaumm

nHtepderica VLAN (interface vian).
Ncnonb3ynTe komaHay no ip address onsa yoaneHus 3agaHHoro IPv4-agpeca.
Mpumep

B maHHOM npuMepe nokas3aHo, Kak HacTpouTb 10.108.1.27/24 B kayecTBe |IPv4-agpeca
ana VLAN 100.

TGK-314# configure terminal
TGK-314 (config) # interface vlan 100
TGK-314 (config-vlan-if)# ip address 10.108.1.27 255.255.255.0

ip address 10.108.1.27 255.255.255.0

TGK-314 (config-vlan—-if) #
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3.5 ip proxy-arp

[laHHaa KOMaHZa MCnonb3yeTcs ONS BKOYeHUsA/BbikovyeHus onunm Proxy ARP gna
IPv4-nHTtepdenca. Npu ncnonbsosaHum dopmbl no onumsa Proxy ARP BygeTt oTkntoueHa.

ip proxy-arp

MapameTpbl
HerT.

Mo ymonyaHuio
HerT.

Pe)xxum BBOAa KOMaHAbI
Pexunm koHpurypauum nHtepdencos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
[ns ncnonb3oBaHMA AAaHHOM KOMaHAbl HEOOXOAMMO NEepPenTn B PeXMM KOHDUrypaumm

nHtepderica VLAN (interface vlan).

Ncnonb3ynTe QaHHYO KOMaHAy ANA BKAOYeHMsa/BbikntovyeHus onuum Proxy ARP ansa
IPv4-nHTepdenca. dTa onuua no3BosseT KOMMyTaTopy oTBedaTb Ha ARP-3anpochl,
HanpaBfieHHble 4PYrMM YCTPOMCTBAM, ncnonb3dys nx MAC- u IP-agpeca.

Mpumep

B naHHOM npumepe nokasaHo, Kak Bko4YnTb onuuto Proxy ARP gns VLAN 3.
TGK-314# configure terminal

TGK-314 (config) # interface vlan 3

TGK-314 (config-vlan-if)# ip proxy-arp

ip proxy-arp

TGK-314 (config-vlan-if) #
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3.6 ip mtu

[aHHaaA KoMaHAa Mcnonb3yeTca ANS HAaCTPOWKM 3HaYeHnsa napameTpa MTU. MNpu
NCNonb30BaHUM GOPMbl NO KOMAHAA BEPHET 3HAYEHME MO0 YMOHAHUIO.

ip mtu MTUVal

no ip mtu

MapameTpbl

YKaxuTe 3HadeHue napametpa MTU. [oCTynHbIN gMana3oH

MTUVal . B
3HavyeHun: ot 1280 go 1500 6anT.

Mo ymonyaHuio
Mo ymonyaHuio 3agaHo 3HavyeHue 1500.

PeXxum BBOAA KOMaHAbl
Pexunm KoHpurypaumm nntepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJT4HaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
[ns ncnonb3oBaHUA AaHHOW KOMAHAbl HEOOXO4MMO NepenTn B PeXnM KoHPUrypaumm

nHtepderica VLAN (interface vian).
Ncnonb3ynTe gaHHy0 KOMaHAy, YTOObl K3SMEHUTb 3HAaYeHMe napameTpa MTU.
Mpumep

B maHHOM npumepe NoKa3aHo, Kak 3a4aTb 3HayeHWe napameTtpa MTU pasmepom 1400
6anT gna VLAN 3.

TGK-314 (config) # interface vlan 3
TGK-314 (config-vlan—-if)# ip mtu 1400
ip mtu 1400

TGK-314 (config-vlan—-if) #
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3.7 show arp

[aHHas KomMaHpa ncnonb3yeTcs Ans oTobpaxeHnsa gaHHbIx ARP-kawa.

show arp [static | dynamic | invalid | interface vlan IFNUMBER]

MapameTpbl
d ) (OnumnoHanbHO) Ykaxute Ona  oTobpaxeHus  TONbKO
ynamic .

AnHammnyecknx ARP-3anuncen.
tati (OnumoHanbHO) YkaxuTe pna  OTOOpaXkeHuss  TOJNbKO
static .

cTaTndeckmnx ARP-3anucen.
) lid (OnunoHanbHO) Ykaxute ana  oTOOpaKeHua  TONbKO
invali

HeaKTUBHbIX ARP-3anucen.

) (OnumoHanbHO) YKaxuTe, ecnn HeobxogMmo oTobpasnTb
interface vlian .
ARP-3anucu, cesiaHHble c onpegeneHHon VLAN.

IFNUMBER NpoeHTndunkatop VLAN.

Mo ymonyaHuio
Her.

Pexum BBOAad KOMaHAbI
Monb3oBaTeNnbCKUn NN NpUBUNErMpoBaHHbIN pexum (User/Privileged EXEC Mode).

VpOBEHb KOMaHAbl NO YMOJ/THaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAObl

Ncnonb3ynTe gaHHyto KoMaHAy ANns otobpaxeHua nHbopmaumnm no scem ARP-3anuncam,
TONbKO CTaTUYeCKUM, AMHAMUYECKMM MUNMN HeaKTMBHbIM ARP-3anumcam, a Takxe no
3anmcam, CBA3aHHbIM c onpegeneHHon VLAN.

CtpaHunua 29 13 103



TrK-314 HactpanBaemble KOMMYTaTOPbl 2 YPOBHSA
Ba3oBble KOMaHAbI HACTPOWNKMU
PykoBOACTBO MO MCMONb30BaHUIO UHTepdeica KomaHaHom cTpoku (CLI)

Mpumep
B maHHOM npumepe NokasaHo, Kak 0ToOpa3nTb faHHble ARP-Kk3Lwa.

TGK-314# show arp

show arp

Status : IP Address : Hardware Address : IP Interface : Age (sec)
————————— B ettt e e e e T
10.90.90.101 : d0:37:45:ad:a3:ff : VLAN1 : 30
S : 10.90.90.102 : 00:ab:cd:ef:12:34 : VLANI : forever
S : 10.90.90.200 : 00:ab:cd:ef:12:39 : VLANI : forever

Total Entries : 3

TGK-314#
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3.8 show arp timeout

[aHHas komaHZa ncnonb3lyeTca ANns oTtobpaxeHus BpeMeHu yctapeBaHus (aging time)
ARP-3anucen B Tabnuue ARP.

show arp timeout [interface vlan IFNUMBER]

MapameTpbl
interface vlian (OnumoHanbHO) Ykaxute, 4Tobbl 0ToOpa3nTe ARP-3anucu
IFNUMBER ToNnbko ans onpegenexHHon VLAN.

Mo ymonyaHuio
Her.

Pexxum BBOAga KOMaHAbI
Monb3oBaTeNnbCKUI UK NpuBmUnernpoBaHHbIn pexnm (User/Privileged EXEC Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI
Ncnonb3ynTe gaHHyto KOMaHAy Ans otobpaxeHus ARP-3anucen. Ecnu knoyeBoe cnoBo
interface vlan He ykasaHo, 6yayT otobpaxaTtbcs ARP 3anuncm ans scex VLAN.

Mpumep
B naHHOM npumepe nokasaHo, kak oTobpa3nte ARP-3anuncu gna VLAN 1.

TGK-314# show arp timeout interface vlan 1
show arp timeout interface vlan 1

Interface : Timeout (secs)

Total Entries : 1
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3.9 show ip interface

[aHHas KomaHZa ncnonb3yeTcs Ans otobpaxeHuns nHpopmauum ob IPv4-nHtepdencax.

show ip interface [vlan IFNUMBER | description]

MapameTpbl
OnuuoHanbHO) YKaxute, 4Tobbl 0TOOPa3UTb MHPOPMaLMIO
vlan IFNUMBER (Ony ) oToop PopmaL
00 onpegeneHHom IPv4-nnTtepdernice.
L. (OnumoHanbHO) YkaxuTe, 4Tobbl 0TOOPA3nTbL onNMcaHne ans
description

IPv4-nnTepdenca.

Mo ymonyaHuio
HerT.

Pe)xxum BBOAa KOMaHAbI

Monb3oBaTeNnbCKU MNN NpuemunerpoBaHHbin pexnm (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJ/T4HaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI

Ncnonb3ynTte paHHy0 KOMaHAy ns otobpaxeHua nHbopmauum ob IPv4-unHtepderice
unn ero onucaHmsa. Ecnm knoveesoe cnoso vlan He ykasaHo, GyneT oToOpaxaTbcA
nHpopmMaums Unm onncaHue gns scex IPv4-nHtepdeiicos.

Mpumep
B pmaHHOM npumepe nMokasaHo, Kak o0Tobpa3utb uHbopmauutio no Bcem [Pv4-
nHTepderncam.
TGK-314# show ip interface
show ip interface
VLANI :
IP address : 10.90.90.90/8 (Static)
DNS servers
State : Enabled

MTU : 1500 bytes

Total Entries : 1
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3.70 show ip proxy-arp

[aHHas komaHAa ncnonb3yeTcs Ans oTobpaxeHns coctosaHma onumm Proxy ARP ans
VLAN.

show ip proxy-arp [interface vlan IFNUMBER]

MapameTpbl
interface vlian (OnumoHanbHO) YkaxuTe, ecnn HeobxogMmo oTobpasnTb
IFNUMBER nHopmaumto, CBA3aHHYO Cc onpegeneHHon VLAN.

Mo ymonyaHuio
Her.

Pexxum BBOAga KOMaHAbI
Monb3oBaTeNnbCKUI UK NpuBmUnernpoBaHHbIn pexnm (User/Privileged EXEC Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI
Ncnonb3ynTe AaHHYO KOMaHAy, 4ToObl 0TOOpa3nTb coctosHne onumm Proxy ARP. Ecnu

kntoyeBoe cyioBo interface vlan He ykazaHo, 6yneT oTobpaxaTbca MHPOpPMauua ans
Bcex VLAN.

Mpumep
B paHHOM npumepe nokasaHo, Kak 0TobpasuTb cocTosaHMe onumn Proxy ARP gns
VLAN 1.
TGK-314# show ip proxy-arp interface vlan I
show ip proxy-arp interface vlan 1
Interface : State
____________ e

VLAN1 : Disabled

Total Entries : 1
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4. KOMAHAObI MOPTOB KOMMYTATOPA
4. 1 duplex

[aHHaa KoMaHaa NCNoNb3yeTca ANA HACTPOMKM pexuma gynnekca ana Gusnyeckoro
nopTa. Mpu cnonb3oBaHMM GOPMbI NO KOMaHAa BEPHET HACTPOMKM MO YMOJTHAHUIO.
duplex {full |
half}no duplex

MapameTpbl

full Ykaxute ons paboTbl NopTa B peXume NOSHOro gynnekca
(Full-Duplex Mode).

half Ykaxute pnsa paboTbl nopTa B pexume nonyaynnekca (Half-

Duplex Mode).

Mo ymonyaHuio
Mo ymonuyaHuio pAna BCex MHTePdEMCcoB HACTPOEHO aBTOCOMNACOBaHWE PEXMMA
aynnekca.

Pexxum BBOAga KOMaHAbI
Pexunm KoHpurypaumm nntepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl MO yMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHne KomaHAbl
Ans ncnonb3oBaHUs AAHHOW KOMaHAbl HEOOXOAMMO NEPENTU B PEXUM KOHDUTypaLmm
nopTa unu grManasoHa noptos (interface).

OnTryeckue NopTbl HEMb3A HACTPOUTb B pexume nonyaynnekca (Half-Duplex Mode).
Mpumep

B maHHOM npumepe nokasaHo, Kak HacTpouTb nopt Ethernet 1/0/1 ans paboTbl B
peXxume NosHoro gynnekca.

'GK-314# configure terminal
TGK-314 (config)# interface ethernet 1/0/1
TGK-314 (config-if) # duplex full

duplex full

TGK-314 (config-if) #
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4.2 flowcontrol

[aHHas KomaHZa MCnofb3yeTca ANA BKIOYEHWUS/BbIKTIOYEHUS GYHKLMU ynpaBneHus
notokom (Flow Control) pns ¢wu3smyeckoro nopta. Mpu umcnonb3oBaHuM GOPMbI NO
KOMaHAa BepHEeT HaCTPOMKM MO YMOYAHMUIO.

flowcontrol

no flowcontrol

MapameTpbl

HeT.

Mo ymonyaHuio
Mo yMONYaHMO AaHHaA QYHKLNA OTKIOYEHa.

Pe)xxum BBOAa KOMaHAbI
Pexunm koHpurypaumm nHtepdencos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
[ns ncnonb3oBaHWA AaHHOW KOMaHAbl HEOOXOOMMO MEpPEenTN B PEXUM KOHDUrypaumm
nopTta unu gmuanasoHa nopToB (interface).

C NnomoLblo AaHHOM KOMaHAbl MOXHO BKJTOUYUTb QYHKLMNIO YNPaBIeHNS MOTOKOM TOJIbKO
B NMporpammMHoOM obecrneyeHun KommyTaTopa. dakTuyeckas onepauus, BbiMoIHAeMas
CcpencTBaMm annapaTHoro obecrneyeHns, MOXET OT/IMYATLCA OT HAaCTPOEK KOMMYTaTopa,
TaK Kak BO3MOXHOCTb YNpaB/eHNs MOTOKOM HAaCTPaMBAETCA KakK Ha TeKyLleM, TakK U Ha
yOaneHHoM nopte/ycTponcTee.

Mpn ycTaHoBKe GUKCUMPOBAHHOMW CKOPOCTM OyaeT MpMMeHeHa 3afaHHas HacTpokka
yrnpaBneHna noTokom. Mpu aBTOCOrnacoBaHUN CKOPOCTU OyaeT NpMMEHeHa HacTPonKa,
OCHOBaHHAsA Ha COrNIAaCOBAHMN HACTPOEK TEKYLLEro 1 yAaNleHHOro yCTPOMCTBa.
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Mpumep

B maHHOM NpuMepe NoKa3aHo, Kak BKIUYUTb PYHKLNIO yNpaBIeHUs NOTOKOM AJ/151 NopTa
Ethernet 1/0/1.

TGK-314# configure terminal

TGK-314 (config) # interface ethernet 1/0/1

TGK-314 (config-if)# flowcontrol

flowcontrol

TGK-314 (config-if) #
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4.3 mdix

[aHHas KOMaHAa uCnonb3yeTcs AN HacTpomkm coctosiHus  MDIX-noprTa.

NCNob30BaHUM GOPMbl NO KOMaHAA BEPHET HACTPONKM MO YMOJTHAHMIO.
mdix {auto | normal |

cross}no mdix

MNpwn

MapameTpbl

auto YKaxuTe, 4ToObl BKTIOUNTL pexnm Auto-MDIX.
normal YKaxuTe, 4ToObl BKNOUNTb pexxum Normal.
cross YKaxute, 4ToObl BKNHOUYNTL pexmm Cross.

Mo ymonyaHuio

Mo ymonyaHuio HacTpoeH pexum Auto-MDIX.

PeXxum BBOAA KOMaHAbl
Pexunm KoHpurypaumm nntepdencos (Interface Configuration Mode).

VpOBEHb KOMaHAbl NO YMOJ/T4HaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI

[ns ncnonb3oBaHUS faHHOM KOMaHAbl HEOOXOAMMO MEepPenTN B PeXMM KOHpUrypaumm

nopTta unu gmuanasoHa nopToB (interface).

[JaHHaa komaHga HeENPUMEHNMa K ONTUYECKUM NMOPTaM.

Ecnu kommyTaTopa ocHalleH KoMbo-nopTamMu, HacTpolKa byaeT paboTaTb TO/IbKO B TOM

cnydae, eCqin nogknro4yeH Ethernet-kabenb.

Mpumep

B paHHOM npumepe noOKasaHO KakK HacTpouTb pexum Auto-MDIX pgna nopTta

Ethernet 1/0/5.

TGK-314# configure terminal
TGK-314 (config)# interface ethernet 1/0/5
TGK-314 (config-if)# mdix auto

mdix auto

TGK-314 (config-if) #
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4.4 speed

[aHHaaA KoMaHAa MCcnonb3yeTcs AN HAaCTPOWKM CKOPOCTU MHTepdenca dpunsmnyeckoro

nopTta. MNpn ncnonb3oBaHnn GopMbl NO KOMAHAA BEPHET HACTPONKM MO YMONYAHUIO.

speed {10| 100 | 1000 | auto [10h | 10f | 100h | 100f | 1000f] {preferred [

master
| slavel}
no speed

NMapameTpbl

10 YKkaxute, 4ToObl YyCTaHOBUTb ckopocTb 10 M6uT/c.
HenpumeHnMo gns onTu4ecknx nopToB.

100 YKaxute, 4tobbl YyCTaHOBUTb ckopocTb 100 MowuTt/c.
HenprvmeHUMO pna onTMYeCKMX NOpPTOB.

1000 YKaxuTe, 4ToObl yCTaHOBUTb ckopocTb 1000 M6uT/c.
YKaxute, 4Tobbl CKOPOCTb WM yMNpaB/ieHMEe MNOTOKOM [ANA

auto MeZHbIX MOPTOB C 0OOpyAoOBaHMEM Ha MNPOTMBOMONIOXHOM
CTOpOHe BbINKY 3afaHbl C MOMOLLbIO AaBTOCOrIaCOBAHMSA.

10h
(OnumoHanbHO) YKaxuTe CAMCOK CKOPOCTEN, MPUMEHSEMbIX

10f nna astocornacosaHua (10h, 10f, 100h, 100f, 1000f). Ecnu

100 HeoOXOAMMO YKa3aTb HECKONIbKO 3Ha4YeHWl, BBeAUTE WX

h yepe3 npoben. Ecnm cnmcok ckopocTen He ykasaH, oyayT
AHOHCMPOBaHbl BCE BAapPMaHTbl CKOPOCTW.

100f

1000f

preffered master |
slave

YKaxuTe cTaTyc nopta: Master (ocHOBHOe YCTPOWCTBO) UK
Slave (mononHuTenbHoe YCTPOWCTBO). [aHHbIN MNapameTp
NPUMEHMM TONbKO MPW aBTOCOrAacOBAaHUM Ha CKOPOCTU
1000 MéuT/c.

Mo ymonyaHuio

Ona megHbIx MOPTOB MO YMOJTHaHUIO CKOPOCTb ornpenenaeTcd aBToMaTnu4eCcku.

Pexxnm BBOAA KOMaHAbI
Pexunm KoHpurypaumm nntepdencos (Interface Configuration Mode).

VpOBEHb KOMaHAbl NO YMOJTHaHUIO
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YposeHb 15.
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Ncnonb3oBaHMe KOMaHAbI

[ns ncnonb3oBaHUs JaHHOW KOMaHAbl HEOOXOAMMO MepPenTn B PeXMM KOHPUrypaumm
nopTa Unu grManasoHa noptos (interface).

Mpumep

B OAdHHOM rpumMmepe NoKa3aHOo, KaK BKJ/TIOYUTb aBTOCOr/1aCcoBaHUeE, Npu KOTOPOM 6yJJ,YT
MCMNoJ1b30BaTbCA TOJIBKO peXumbl nonyayrniaekca M nonHOro aynjiekca anda CKopoctu
100 MéuT/c pna nopta Ethernet 1/0/1.

TGK-314# configure terminal

TGK-314 (config)# interface ethernet 1/0/1

TGK-314 (config-if)# speed auto 100h 100f

speed auto 100h 100f

m

GK-314 (config-if) #
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5. KOMAHAbl SPANNING TREE PROTOCOL (STP)

5.1 show spanning-tree

[aHHas KoMaHAa Mcnonb3yeTcs Ans oTobpaxeHus nHpopmaumm o pabote STP-

MPOTOKOJ1a.

show spanning-tree [interface [ethernet | port-channel [IFACELIST [, | -]11

active
| blockedports | bpdul]]

NMapameTpbl

active

YkaxuTte, 4Ttobbl 0TOOPa3nMTb WMHPOPMALMIO TOSIBKO MO
aKTUBHbIM NMOPTAM.

blockedports

Ykaxute, 4Tobbl 0TOOPa3nMTb WMHPOPMALMIO TOMBKO MO
nopTam B coctositHuu Blocking (6noknpogka).

bpdu

YKaxuTe, 4T0Obl OTOOpPasUTb MHOOPMAUMID O pexume
¢yHkumn  BPDU  Forwarding npu oTkntoyeHHoM STP-
NpPOTOKOJIe /11 KaXA0ro nopTa.

ethernet | port-
channel

IFACELIST

Ykaxute NHTepdenc (pum3nyeckmin Ethernet-nopTt
KOMMyTaTopa WNW nornyecknin uHtepdenc port-channel),
[AaHHbIe N0 KOTOPOMY HeE0H6X0ANMMO O0TOOPaA3UTD.

(OnunoHanbHO) Heckonbko WHTepdencoB UM oTaeneHue
AManasoHa MHTepdencos ot npeabiayuiero. Micnonb3oBaHue
npobena oo 1 nocne 3anNSTol HeAOMNYCTUMO.

(OnunoHanbHO) AnanasoH nHTepdencos. Micnonb3osaHue
npobena go n nocne gedmnca HeZONyCTUMO.

Mo ymonyaHuio
HerT.

Pexxnm BBOAA KOMaHAbI

Monb3oBaTeNbCKUN N NpUBUNIErMpoBaHHbI pexum (User/Privileged EXEC Mode).

ypOBeHb KOMaHAbl N0 YMOJ/T4HaHUIKO

YpoBeHb 1.
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Ucnonb3oBaHne KomaHAbl
[laHHasa KOMaHZa ucnonb3yeTca ansa otobpaxkeHms nHPopmaumm o pabote STP-
npoToKOoNa.

Mpumep

B maHHOM Npumepe Noka3aHo, Kak 0Tobpa3uTb MHPopMauuio o paboTe STP-NpoTokona
Aans nopta Ethernet 1/0/9.

TGK-314# show spanning-tree interface ethernet 1/0/9

show spanning-tree interface ethernet 1/0/9

Ethl1/0/9:
Spanning tree on an interface : Enabled
Port path cost : 200000000
Port identifier : 8.009
Link type : Shared (configured: Auto)
Port fast : No (configured: Auto)
Guard root : Disabled
Bpdu forward : Global
Bpdu guard : Enabled
TCN filter : Disabled
Port priority : 128
Tx/Rx BPDU : 0/0
Tx/Rx TCN : 0/0
BPDU Filter : Yes
BPDU Guard Error : No
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5.2 spanning-tree

[laHHasA KomaHAa ucnonb3yeTca Ans BkatodeHns STP-npotokona rnobanbHo (ans Bcero
ycTponcTsa). MNMpn ncnonb3oBaHMM GoOpMbl NO KOMaHAA OTK/IOYUT UCMoNib3oBaHMe STP-
npoToKona rnobansHo.

spanning-tree
no spanning-tree

MapameTpbl
Her.

Mo ymonuyaHuio
[No ymonyaHmio OTKIIOYEHO.

Pe)xxum BBOAa KOMaHAbI
Pexxunm rnobanbHomn koHburypaumm (Global Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
[laHHas KoMaHZa uWCnonb3yeTcs pAns  BKOYeHUs/BbikntoyeHns STP-npoTokona
rnobanbHo (ANs BCero ycTpomncTaa).

Mpumep
B maHHOM nNpumepe NokasaHo, Kak BKNoYMTb STP-npoTokon rnobanbHo.

TGK-314 (config) # spanning-tree
spanning-tree

TGK-314 (config) #
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5.3 spanning-tree bpdu (global)

[aHHas KomaHAa wucnonb3yeTcs ANA  BKIOYEHWUs/BbiknoyeHns @yHkumn BPDU
Forwarding rnob6anbHo (ons Bcero ycTponcTea).

spanning-tree bpdu {filtering | flooding}

MapameTpbl

3anpewaeT nepecbinatb BPDU-nakeTbl STP-npoTokona ot
filtering APYrnx yCTPOUCTB ceTu, ecin STP-NpOTOKON BbIK/OYEH ANS

yCTpOWNCTBa.

PaspewaeT nepecbinate BPDU-nakeTtbl STP-npoTokona ot
flooding APYrnx yCTPOMUCTB ceTu, ecnn STP-NpPOTOKON BbIK/OYEH A1

yCTpOWnCTBa.

Mo ymonyaHuio
Mo ymonyanuto dyHkums BPDU Forwarding BkntoyeHa rnobanbHo.

Pe)xxum BBOAa KOMaHAbI
Pexunm rnobanbHomn koHburypaumm (Global Configuration Mode).

VpOBeHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
[aHHaA KoMaHAa WCrnonb3yeTcs ANA  BKIKOYEHUsA/BbiKIoYeHUa ¢yHKuum BPDU
Forwarding rnobanbHo (ons Bcero ycTponcTsa).

Mpumep

B maHHOM npumepe NokasaHo, Kak BKAo4YMTb GyHKLKno BPDU Forwarding rno6anbsHo.
TGK-314# configure terminal

TGK-314 (config) # spanning-tree bpdu flooding

spanning-tree bpdu flooding

TGK-314 (config) #
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5.4 spanning-tree bpdu (interface)

[laHHas KOMaHAa WCnonb3yeTca p[as  BKAOYEHUs/BbikntoYeHus ¢yHkumn BPDU
Forwarding pna ykasaHHoro wuHtepdenca. lNMpu mncnonb3oBaHun ¢Gopmbl no Oyget
HACTPOEHO 3Ha4YeHune, 3aaHHoe rnobanbHo.

spanning-tree  bpdu {filtering |

flooding}no spanning-tree bpdu

MapameTpbl

3anpewaeT nepecbinatb BPDU-nakeTtbl STP-npoTokona ot
filtering APYrUX YCTPOUCTB ceTu, ecnn STP-NpoTOKON BbIK/OYEH ANns
yKa3aHHOro nHtepdenca.

Paspewaet nepecbiniatb BPDU-nakeTtbl STP-npoTokona ot
flooding APYrnx yCTPOUCTB ceTu, ecnn STP-NpOTOKON BbIKNOYEH ANS
yKa3aHHOro nHtepdenca.

Mo ymonyaHuio
Mo ymonyanuto ans ¢pyHkumn BPDU Forwarding ans nopToB HacTpOeHO 3HaveHwue,
3afaHHoe rnobanbHo.

Pexxum BBOAga KOMaHAbI
Pexunm KoHpurypaumm nntepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
[ns vcnonb3oBaHWS OaHHOW KOMaHAbl HEOOXOAMMO MEepPenTU B PeXMM KoHpUrypaumum
nopTa, AvanasoHa nopto. unu port-channel (interface).

[daHHaA KoMaHOa WCnonb3yeTcs ANA  BKAOYeHUA/BbikoYeHMa ¢yHkuum BPDU
Forwarding pns ykazaHHOro nHtepgenca.
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Mpumep
B maHHOM npumepe nokasaHo, Kak Bko4YnTb @yHkumio BPDU Forwarding ans nopta
Ethernet 1/0/5.

TGK-314# configure terminal

TGK-314 (config) # interface ethernet 1/0/5
TGK-314 (config-if) # spanning-tree bpdu flooding
spanning-tree bpdu flooding

TGK-314 (config-if) #
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5.5 spanning-tree bpdufilter

[aHHaa KOMaHAa ncnonb3lyeTcs A1a 3anpeTta npuema n nepepadym BPDU-nakeToB gns
yKasaHHoOro uHtepdenca npu BKAtOYeHHOM STP-npoTtokone. lMpuv  MCNONb30BaHUM
dopMmbl no nprem n nepegadvya BPDU-nakeToB paspeLueHsl.

spanning-tree bpdufilter
no spanning-tree bpdufilter

MapameTpbl
Her.

Mo ymonuyaHuio
[No ymonyaHmio OTKIIOYEHO.

Pe)xxum BBOAa KOMaHAbI
Pexunm koHpurypauum nHtepdericos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI

Ana ncnonb3oBaHWA OaHHOW KOMaHAbl HEOOXOAMMO MepenTy B PEXUM KOHDUTypaLun
nopTa, AManasoHa noptos unu port-channel (interface).

[JaHHaa komaHAa ucnonb3yeTtcs, ecnm STP-NpoOTOKON BKOYEH A1 YKa3aHHOro noprta
nnu rnobanbHo, HO HeOHX0ANMMO 3anpeTUTb NpMem u nepegadvy BPDU-nakeToB.

Mpumep
B maHHOM NpuMepe NokasaHo, Kak oTKNo4YnTb Nprem/nepenady BPDU-nakeToB gna
nopta Ethernet 1/0/5.

TGK-314# configure terminal
TGK-314 (config)# interface ethernet 1/0/5
TGK-314 (config-if)# spanning-tree bpdufilter

spanning-tree bpdufilter

TGK-314 (config—-if) #
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5.6 spanning-tree bpduguard

[laHHas KoOMaHAa MCcnonb3yeTca ANs BKYeHus/BbikntovyeHns ¢yHkunm BPDU Guard
ANs yKa3aHHoro mHtepdenca. Mpu ncnonbloBaHun Gopmbl no dyHkuma BPDU Guard
OyneT oTK/IoYeHa.

spanning-tree bpduguard {enable |

disable}no spanning-tree bpduguard

MapameTpbl
enable YkaxuTe, 4Tobbl BKNHOUYUTL hyHKUMo BPDU Guard.
disable YkaxuTte, 4Tobbl BbIKNOUYNTDL dyHKLUMIO BPDU Guard.

Mo ymonyaHuio
Mo yMONYaHMIO AaHHaaA QYHKLNA OTKIOYEHa.

Pexxum BBOAa KOMaHAbI
Pexunm koHpurypaumm nHtepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJ/TYHaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI

[ns ncnonb3oBaHWSA OaHHOW KOMaHAbl HEOOXOAMMO MEPENTU B PEXUM KOHPUTrypaLuum
nopTa, AnanasoHa nopTtos unu port-channel (interface).

[aHHaA KOMaHAa Mcnonb3yeTca Onsa BKAoYeHUsa/BbiknovyeHns ¢yHkumm BPDU Guard
ANS yKasaHHoro nHtepdenca. Ecnm npu BkAto4eHHOM GYHKLMU Ha MHTepdenc npuxoauT
BPDU-nakeT, uHTepdenc OGnokupyetcs. YToObl pas3bnokMpoBaTb ero, HeobxogmMmo
BbINONHUTL KomaHAabl shutdown 1 no shutdown (Takxxe MOXHO MCNoNb30BaTb KOMaHAY
errdisable recovery).

Mpumep
B naHHOM NpuMmepe nokasaHo, Kak BKN4nTb pyHkumnio BPDU Guard gna nopta Ethernet
1/0/8.

TGK-314# configure terminal
TGK-314 (config)# interface ethernet 1/0/8
TGK-314 (config-if)# spanning-tree bpduguard enable

spanning-tree bpduguard enable

TGK-314 (config-if) #
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5.7 spanning-tree cost

[aHHas KOMaHAa WCnonb3yeTca Ana HACTPOMKM 3HAYEeHUA CTOMMOCTM NyTU AN
yKazaHHoOro uHtepdenca. Mpu uncnonb3oBaHMn GoOpMbl NO CTOMMOCTb Nyt Oyper
onpeaenaTbCs aBTOMaTUYECKN.

spanning-tree cost COST-VALUE

no spanning-tree cost

MapameTpbl

YKa3blBaeT 3Ha4YeHMe CTOMMOCTH nyTH. ﬂ,OCTVI’IHbIVI Onana3oH

COST-VALUE .
3Ha4yeHun: ot 1 go 200000000.

Mo ymonyaHuio
Mo yMon4YaHMIO CTOMMOCTb MYTU OMpPeaensaeTcs Ha OCHOBAaHMM HAaCTPOEK NMOJIOChI
nponyckaHusa nHtepdenca.

PeXxum BBOAa KOMaHAbl
Pexunm koHpurypaumm nutepdencos (Interface Configuration Mode).

VpOBEHb KOMaHAbl NO YMOJT4HaHUIO
YpoBeHb 15.

NUcnonb3oBaHue KOMaHAObl
[ns ncnonb3oBaHWA OaHHOW KOMaHAbl HEOOXOAMMO MEPENTU B PEXUM KOHPUTrypaLuum
nopTa, AnanasoHa nopTto. unu port-channel (interface).

CToMMOCTb MNyTU WUCMONb3yeTcs AN pacyeTa KpaTyanwero nyTM [[O KOPHEBOO
KommyTaTopa (root bridge). Ecnu ykazaHo 3HaueHune 0, CTOMMOCTb NyTU Ans MHTepderica
onpepenseTcs aBToMaTU4YeCKn Ha OCHOBAHWM NPOMYCKHOM CNOCOOHOCTM nHTepdenca.

Mpumep
B maHHOM npumepe nokasaHo, KaKk HaCTpPOWUTb 3HavyeHme ctoummocTn nytm 20000 gns
nopta Ethernet 1/0/5.

TGK-314# configure terminal
TGK-314 (config)# interface ethernet 1/0/5
TGK-314 (config-if)# spanning-tree cost 20000

spanning-tree cost 20000

TGK-314 (config-if) #
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5.8 spanning-tree disable

[laHHaa KomaHAa ucnonb3lyeTcs ANs BKAo4YeHus/BbikntodeHnss STP-npoTokona ans
onpepeneHHoro uHTepdenca. Mpu uncnonb3oBaHunm ¢GOpMbl NO KOMAHAA BKIKOYUT
ncnonb3oBaHue STP-npoTokona aAns uHtepodenca.

spanning-tree disable

no spanning-tree disable

MapameTpbl
Her.

Mo ymonuyaHuio
lNo ymonyaHuio BKIOYEHO.

Pexxum BBOAga KOMaHAbI
Pexunm koHpurypaumnm nHtepdencos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI

Ana ncnonb3oBaHWA JaHHOW KOMaHAbl HEOOXOAMMO NEPENTU B PEXUM KOHPUrypaumnm
nopTa, AManasoHa noptos unu port-channel (interface).

[laHHaA KomMaHOa UCNonb3yeTca ANs BKAYeHUs1/BbiktoyeHua STP-npoTtokona gna
onpepeneHHoro nHtepdenca.

Mpumep

B maHHOM Npumepe NokasaHo, Kak oTKN4YnTb STP-npoTokon ans nopta Ethernet 1/0/5.
TGK-314# configure terminal

TGK-314 (config)# interface ethernet 1/0/5

TGK-314 (config-if)# spanning-tree disable

spanning-tree disable

TGK-314 (config-if) #
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5.9 spanning-tree guard root

[aHHas koMmaHAa ncnonb3yeTcs Ana BkAoYeHMs PyHKunn Root Guard (Restriction) gns
onpepeneHHoro wuHTepdenca. lMpu uncnonb3oBaHMM GOPMbl NO KOMaHAa BepHeT
HaCTPOMKM MO YMOMYAHMIO.

spanning-tree guard root

no spanning-tree guard root

MapameTpbl
Her.

Mo ymonuyaHuio
[Mo ymONn4aHMIO OTKIIOYEHO.

Pe)xxum BBOAa KOMaHAbI
Pexunm koHpurypauum nHtepdericos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
[na ncnonb3oBaHWS [AaHHOM KOMaHAbl HEO6XOAMMO MEPENTU B PEXUM KOHDUTIypauum
nopTa, AManasoHa noptos unu port-channel (interface).

®yHKunsa Root Guard (Restriction) npepoTBpallaeT npeBpalleHne NopTa B KOPHEBOM
NOpPT M OrPaHMYMBAET AOCTYMN BHEWHMM KOMMYTaTOpPaM, HaXOAAWMMCSA He nog NosHbIM
KOHTPONIEM aAMWHUCTPATOPA, K OCHOBHOMY PErMoHy CeTM aKTUBHOW TOMOMOrMK
CBSI3YIOLLEro fepesa.

MopT, KOTOPOMY ObIZI0O OTKa3aHO B MPUCBOEHUN POSIN KOpHeBoro nopta (root port),
cMoOXeT paboTaTb TONbKO B KayecTBe Ha3HavyeHHoro nopTa (designated port). Mpwu
nonyyeHnn KoHourypaumoHHoro BPDU-nakeTa ¢ 6onee BbICOKMM MPUOPUTETOM MOPT
HayHeT paboTaTb B KayecTBe anbTepHaTMBHOro nopta (alternate port) B coctosHun
Blocking (6bnoknposka). MonyyeHmne BPDU c 6onee BbICOKMUM NPUOPUTETOM He MOBNUSET
Ha nocTtpoeHne STP. lMopT OygeT npocnywmBatb BPDU. Ecnu Bpems oxuaaHus
nonyyeHms BPDU ¢ HambonblmMm NpPUOPUTETOM WUCTEYET, MOPT HayHeT paboTatb B
KayecTBe Ha3Ha4YeHHOro rnopTa.
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Mpumep

B maHHOM npumepe NokasaHo, Kak BKIoUYMTb GyHKLUMIo Root Guard (Restriction) gna
nopta Ethernet 1/0/5.

TGK-3144# configure terminal

TGK-314 (config)# interface ethernet 1/0/5

TGK-314 (config-if)# spanning-tree guard root

spanning-tree guard root

TGK-314 (config-if) #
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5.10 spanning-tree link-type

[aHHas KOMaHpa uvcrnonb3yeTcss ANA HacTporkm Tuna coepguHenusa (link-type) pns
nHtepdenca. Mpu wncnonbsoBaHnm ¢GOpMbl NO KOMAHAA BEpPHET HAacTPOWKM nNo
YMOJTYaHMI0.

spanning-tree link-type {point-to-point |

shared}no spanning-tree link-type

MapameTpbl

YKa3blBaeT TMN coegmHeHnsa «Todka-To4ka» (Point-To-Point,

oint-to-point
pol pol P2P).

hared YKa3bIBaeT TUM cOeAVHEeHUs ONS NOAKIIYEHUA K ceTu
share )
obuwero nonb3osaHua (Shared Media).

Mo ymonyaHuio
Mo YMOYaHUIO TUMN COeANHEHNA Ha3HaYaeTCA Ha OCHOBaHMI HAaCTPOEK AynjieKca.

PeXXum BBOAa KOMaHAbl
Pexunm KoHpurypaumm nntepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 15.

NUcnonb3oBaHue KOMaHAObl
[ns ncnonb3oBaHWA AaHHOW KOMaHAbl HEOOXOOUMO MepPenTn B pexum KoHburypaumm
nopTa, AnManasoHa nopTto. unu port-channel (interface).

Ha nopTax, PyHKLUMOHMPYIOWNX B PEXMMeE MOSIHOro Ayniekca, ycTaHaBnmneaeTca P2P-
coefuHeHWe; MopTbl, paboTalowme B pexume MNONyAyrnaekca, CYATAKOTCA MOpTamu
obwero nonb3oBaHua (Shared Media). Tak kak ObICTpbIA nNepexon B COCTOSIHUE
Forwarding (nepeHanpaBneHune) npu ncnonb3oBaHum Tuna coeguHeHns Shared Media
HEBO3MOXEH, PEKOMEHAYeTCA WCMoNb30BaTb aABTOMAaTU4YeCKoe onpepeneHne Tuna
coegmnHeHna STP-NpoTOKONOM.
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Mpumep
B mnaHHOM npumepe rnokasaHo, Kak HaCTPOUTb HAaCTPOUTb TUN coegmnHeHunsa P2P ansa
Ethernet-nopTta 1/0/7.

TGK-3144# configure terminal

TGK-314 (config)# interface ethernet 1/0/7

TGK-314 (config-if) # spanning-tree link-type point-to-point
spanning-tree link-type point-to-point

TGK-314 (config-if) #
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511 spanning-tree mode

[JaHHaa KOMaHAa WCnonb3yeTca pAAA HACTPOWMKM pexuma WUCnonb3oBaHua STP-
npotokona. [llpu wncnonb3oBaHuM GOPMbl NO KOMAHAA BEpPHET HACTPOWKM no
YMOJTHaHUIO.

spanning-tree mode {rstp | stp}

MapameTpbl
rstp YkasbiBaeT Rapid Spanning Tree Protocol (RSTP).
stp Yka3biBaeT Spanning Tree Protocol (coBmectumbin c IEEE

802.1D).

Mo ymonyaHuio
o ymonyaHuio yctaHoBneH pexum RSTP.

Pexum BBOOaAd KOMaH4bl
Pexxunm rnobanbHomn koHburypaumm (Global Configuration Mode).

VpOBEHb KOMaHpAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
Mpn M3MEHEHUM pexrma Mcrnosib3oBaHus STP-npoTokona Bce MopThbl NepenayT B
cocTosiHue Discarding (oTbpacbiBaHue).

Mpumep

B oaHHOM npumepe nokasaHo, Kak HacTpouTb pexum RSTP gnga ncnonb3oBaHusa STP-
npoToKona.

TGK-314 (config) # spanning-tree mode rstp

spanning-tree mode rstp

TGK-314 (config) #
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512 spanning-tree priority

[aHHas KoMaHAa ucnonb3yeTcs ANS HACTPOWMKM npuopuTeTa KomMmyTatopa. [lpu
NCNonb30BaHMM POPMbl NO KOMAHAA BEPHET HACTPOMKM MO YMOJTHAHUIO.

spanning-tree priority STP-PRIORITY

no spanning-tree priority

MapameTpbl

YKka3blBaeT 3HadyeHwe npuopuTeTa kommyTtaTtopa (0, 4096,
STP-PRIORITY 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864,
40960, 45056, 49152, 53248, 57344, 61440).

Mo ymonyaHuio
o ymonyaHuio 3aaHo 3HavyeHue 32768.

Pe)Xnm BBOA A KOMaHAbl
Pexxum rnobanbHon KoHdurypaumm (Global Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJ/TYHaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl

Boibop kopHeBoro kommyTtatopa (root bridge) 3aBucuT OT 3HavyeHuMss npuopwuTeTa
KoMmyTaTopa n cunctemHoro MAC-agpeca. [oCTynHbl 3Ha4YeHUss NMPUOpPUTETa, KPaTHbIe
4096. Yem mMeHbLLEe YMCNOo, TEM BbilLe NPUOPUTET.

Mpumep
BnaHHowmnpmmepeHOKa3aHo,KaK3anaTb3Haqume4096.
TGK-314# configure terminal

TGK-314 (config) # spanning-tree priority 4096

spanning-tree priority 4096
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513 spanning-tree port-priority

[JaHHaaA KOMaHAa WCnonb3yeTcA ANS HACTPOMKM npuopuTeta STP-npoTokona pAans
nHtepdenca. MNpum uncnonbsoBaHnnM ¢GOPMbl NO KOMAHAA BEpPHET HACTPOMKM No
YMONYaHUIO.

spanning-tree port-priority PRIORITY

no spanning-tree port-priority

MapameTpbl

YKka3blBaeT 3HaYeHue npuoputeTa nHTepderica (0, 16, 32, 48,

PRIORITY
64, 80, 96, 112, 128, 144, 160, 176, 192, 208, 224, 240).

Mo ymonyaHuio
o ymonyaHuio 3aaHo 3HavyeHune 128.

Pexum BBOOaAd KOMaH4bl
Pexunm koHpurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 15.

Ncnonb3oBaHue KOMaHAbI
[ns ncnonb3oBaHWsA AaHHOW KOMaHAbl HEOOXOAMMO MEPeENTU B PEXUM KOHPUrypauum
nopTa, AManasoHa noptos unu port-channel (interface).

MNpn npucBoeHUU ponn uHTepdenca MCNonb3yeTcs ero MAeHTUOUKaATop, KOTOPbIN
COCTOUT M3 npuopuTeTa U HOMepa WHTepdenca. Yem MeHble 4YMCIOo, TEM BbIWeE

npuopuTer.
Mpumep

B maHHOM npumepe nokasaHo, Kak 3afaTb 3HadyeHne 16 ans Ethernet-nopta 1/0/7.
TGK-314# configure terminal

TGK-314 (config) # interface ethernet 1/0/7

TGK-314 (config-if) # spanning-tree port-priority 16

spanning-tree port-priority 16

TGK-314 (config-if) #
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5.14 spanning-tree portfast
[aHHas KoMaHAa MCNonb3yeTcs AN HACTPOMKKM pexmnma PortFast ona nopta. Mpwu
NCNonb30BaHUM GOPMbl NO KOMAHAA OTK/TOYUT AAHHbIN PEXMM.

spanning-tree portfast {enable |

auto}no spanning-tree portfast

MapameTpbl
t YKaxute, 4ToObl 0XXMAaTb 3 CeKyHAObl W, €CNIN HEe MOJyYeHbl

auto
BPDU-nakeTbl, BKNtO4YaTb pexum PortFast gna nopra.
Ykaxute, u4T0bbl pexum PortFast pna  uvHTepdenica

enable BKJItoYancsa cpasy. Ecnm nocne 6yayt nonyyeHol BPDU-
NaKeTbl, PeXMM OyaeT OTK/IIOYEH.

Mo

yMon4aHuio

Mo yMOYaHM1IO AN1F BCEX MOPTOB HACTPOEH pexum auto.

Pexxum BBOga KOMaHAbI
Pexunm KoHpurypaumm nntepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 15.

MCHOHbBOBaHMEKOMaHAM
[ns ncnonb3oBaHUA fAaHHOW KOMAHAbl HEOOXO4MMO MEPEnTU B PEXUM KOHPUrypaumm
nopTa, AnanasoHa nopTto. unu port-channel (interface).

[laHHas KoMaHZa MCnonb3yeTcs AN HAaCTPONKK pexurma PortFast gns nHTepdenca.

MNpumeHsa OaHHY KOMaHAY, He AOoMNyCKanTe NosBMEHUS NeTeslb B TOMOMOrMN U neTesnb
BO BpPeMSs Nnepeaayu NakeToB AaHHbIX, 3TO MOXET HapyLWWTb paboTy ceTu.

Mpumep
B maHHOM npumepe nokasaHo, Kak HacTpouTb BKAYeHne pexuma PortFast gns
Ethernet-nopTta 1/0/7.

TGK-314# configure terminal
TGK-314 (config) # interface ethernet 1/0/7
TGK-314 (config-1if)# spanning-tree portfast enable

spanning-tree portfast enable

TGK-314 (config-if) #
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5.15 spanning-tree tcnfilter

[aHHas KOMaHAa WCMnonb3yeTcs [ANA BKAOYEHUS QUNbTpauum yBegomMneHun o6
nsameHeHnn Tononorum cetn (TCN, Topology Change Notification) Ha yka3aHHOM
nHtepdence. MNpu ncnonbsoBaHMM Gopmbl No punbTpauusa byaeT oTKIOYEHa.

spanning-tree tcnfilter
no spanning-tree

tenfilter

NMapameTpbl

HeT.

Mo ymonyaHuio
Mo ymonyaHuo GunbTpaums OTKIOYEHa.

Pe)xxum BBOAa KOMaHAbI
Pexunm koHpurypaumm nutepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 15.

Ncnonb3oBaHue KOMaHAbI

[na ncnonb3oBaHMs AaHHOM KOMaHAbl HEOOXOAMMO NEPENTN B PEXUM KOHPUIypauum
nopTa, AnManasoHa nopTto. unu port-channel (interface).

®dunbTtpayma TCN-yBegOMIEHUA UCMONb3YeTCA ANA 3alWUTbl MUHTEPHET-NpoBangepa ot
NOAKMIOYEHNS BHELHUX KOMMYTAaTOPOB, HaxXOAALWMXCA He Mof MNONIHbIM KOHTpOsemM
aAMUHUCTPATOPa, K OCHOBHOMY pPEervoHy CeTW, B KOTOPOM B [AHHOM CUTyauuu
npounsonget oumctka (Flush) agpecos.

B pexume punbvtpaunn TCN-yBegomneHume, nony4yeHHoe MHTepdencom, UrHopmpyeTcs.
[laHHble HACTPOWKM [OEeNCTBUTENbHbl AN BCEX PEXMMOB WUCNonb3oBaHua STP-
NpoTOKONa.

Mpumep
B naHHOM NpuMmepe NokKasaHo, Kak BKNounTb punbtpaumio TCN-yBegoMneHui ons
Ethernet-nopTta 1/0/7.

TGK-314# configure terminal
TGK-314 (config)# interface ethernet 1/0/7
TGK-314 (config-if)# spanning-tree tcnfilter

spanning-tree tcnfilter

TGK-314 (config—-if) #
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5.716 spanning-tree (timers)

[aHHasa KomMaHAa MCMONb3yeTcs AN HACTPOMKM 3HAYeHur TanmepoB STP-npoTokona.
Mpw ncnonb3oBaHUN GOPMbl NO KOMAaHAA BEPHET HACTPOMKM MO YMOMYAHMIO.

spanning-tree {hello-time SECONDS | forward-time SECONDS |
max-age SECONDS}

no spanning-tree {hello-time | forward-time | max-age}

MapameTpbl

YKa3blBaeT MWHTEpPBaN MeXAy UWKINYEeCKONn nepepaven
hello-time SECONDS KOHDUIYPALMOHHbIX Ccoo0WeHnn. [ocCTynHbiA  AgMana3oH
3HayeHun: ot 1 go 10 cekyHp.

Yka3biBaeT BpeMs 3agepxkn npoasumxeHus (Forward Delay),
ncrionbdyemoe STP-npoTokonom pna  nepexoga M3
forward-time SECONDS cocTtosHuss  Listening  (npocnywuBanne) wu  Learning
(obyyeHune) B coctosiHue Forwarding (nepeHanpaBneHue).
HocTynHbIM gMana3oH 3HaveHnn: oT 4 o 30 cekyHA.

YKa3biBaeT MaKcMManbHoe Bpema Xu3Hu BPDU-nakeTa.

max-age SECONDS . .
[oCTynHbIM gMana3oH 3Ha4YyeHun: oT 6 o 40 cekyHA.

Mo ymonyaHuio
Mo ymon4yaHuto ans napametpa hello-time 3agaHo 3HavyeHne 2 cekyHAbI.

Mo ymonyaHuto gnsa napametpa forward-time 3apaHo 3HayeHne 15
cekyHA.lMo ymonyaHutio Ans napameTpa max-age 3afaHo 3HavyeHue 20
CEKYHA,.

Pe>xnm BBOAa KOMaHAbI
Pexxum rnobanbHon koHburypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KOMaHAbI
[aHHaa KOMaHAa NCMOoNb3yeTca ANA HaCTPOMKM 3HaYeHU TanmepoB STP-npoTokona.

[lns KoppeKkTHOM pPaboTbl HEOOXOAMMO YYMUTbLIBATL ClieayolMe B3anMOCBSA3N:
2x(forward-time — 1) > max-

agemax-age > 2x(hello-time
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+1)
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Mpumep
B mnaHHOM npumepe NokasaHo, Kak HaCTPOUTb Tanmepbl STP-npoTokona.

TGK-314# configure terminal

TGK-314 (config) # spanning-tree hello-time 1
spanning-tree hello-time 1

TGK-314 (config) # spanning-tree forward-time 16
spanning-tree forward-time 16

TGK-314 (config)# spanning-tree max-age 21
spanning-tree max-age 21

TGK-314 (config) #
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6. KOMAHAObI YMNPABJIEHUA BPEMEHEM U
SNTP-CEPBEPOM

6.1 clock set

[JaHHaa komaHpa ncnonbsyeTca ona yCtaHOBKU CUCTEMHOIO BpeMeHU BPY4YHYIO.

clock set HH:MM:SS DAY MONTH YEAR

MapameTpbl

HH-MM:SS YkaxuTe Tekyuiee Bpems B Yacax (B 24-yacoBom dopmare),
MUHYTaX U CeKyHaax.

DAY YKaxuTe TeKYLNI oeHb Mecsua (41cno).

MONTH YkaxuTte Tekywmn mecsay, (jan ana aHeaps, feb gns ¢epans
nT.0.).

YEAR YkaxuTe Tekywmi rog (6e3 cokpaleHums).

Mo ymonyaHuio
HerT.

Pexxum BBOga KOMaHAbI
MpuBunernpoBaHHbIn pexxum (Privileged EXEC Mode).

VpOBeHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI

Ecnn cuctemHoe BpeMA YCTaHaBJ/IMBaeTCA C MOMOLbIO nioboro ,IJ,eVICTBVIOLLI,eFO BHeLWHero
MeXaHM3Ma CUHXPOHU3aUUNKN, Hanpumep, SNTP-I‘IpOTOKOJ‘Ia, MCnoJsib30BaTtb AaHHYIO
KOMaHAy He HYXHO. OHa ncnonb3lyeTcd, ecnn gpyrme MCTO4YHMKU BpeMeHU HegoCTyMHbl.
HacTpoeHHoe BpemMs He ByaeT coxpaHeHo B dalifie KOHPUIrypaLumnm n He COXPaHUTCS Npu
nepesarpyske yCcTpomcTaa.

Ecnu cuctemHoe Bpemsi yCTaHOBNIEHO BPYYHYHO, HO oT SNTP-cepBepa nonyyeHo gpyroe
CUCTeMHOe BpeMmsi, byaeT MCNoIb30BaHO HOBOE 3HAYeHMe.
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Mpumep
B paHHOM npumepe nokasaHo, Kak BPYYHYK YCTaHOBUTb cucTeMHoe Bpemsa Ha 18:00,

13 ceHTAbps 2022 .

TGK-314# clock set 18:00:00 13 sep 2022
clock set 18:00:00 13 sep 2022
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6.2 clock summer-time

[aHHas KOMaHAa NCnonb3yeTcs Oa HACTPOMKM aBTOMATMYECKOro nepexofa Ha neTHee
Bpemsa. Mpn ncnonb3oBaHnn GopmMbl NO KOMaHAA OTK/IKOYUT aBTOMATUYECKUI MEePeEXOof,

Ha JlIeTHee Bpem4.

clock summer-time recurring STARTWEEK STARTDAY STARTMONTH
STARTTIMEENDWEEK ENDDAY ENDMONTH ENDTIME OFFSET

no clock summer-time

MapameTpbl
STARTWEEK/ Ykaxute Homep Hegenu mecaua (ot 1 o 5) unm cnoeo «first»
ENDWEEK (nepsas) nnu «last» (nocnedHsas).

Ykaxute peHb Hepenu (sun — BOCKpeceHbe, mon —
STARTDAY/ENDDAY  noHepenbHuk, tue — BTOpHUK, wed — cpega, thu — yeTsepr,

fri — naTHMua, sat — cy66oTa>.
STARTMONTH/ y ( feb o )

n .a.).

ENDMONTH Kaxute mecay, (jan ona aHBaps, feb ons pespanant.g
STARTTIME/ENDTIME  YkaxuTe BpeMs B Yacax.
OFFSET Ykaxute konnyectso MUHYT (0T 30 o 120), KOTOpPOE HYXHO

0,00aBUTb NPU Nepexoae Ha NeTHee Bpems.

Mo ymonyaHuio

Mo ymon4yaHuto gaHHaa PyHKLNA OTKIKOYEHa.

Pexxum BBOga KOMaHAbI
Pexxum rnobanbHon koHburypaumm (Global Configuration Mode).

VpOBeHb KOMaHAbl MO YMON4YaHUIO

YpoBeHb 15.

Ncnonb3oBaHMe KOMaHAbI

ﬂ,aHHaFl KOMaHOa UCNoJib3yeTca OJid aBTOMaTU4eCKOro nepexoga Ha neTHee Bpema B
onpeaeneHHbl AeHb Hepenu onpeaeneHHoro mecsua. lNMepeas 4acTb AaHHbIX KOMaHLg,
YKa3blBa€T Ha Ha4aJ10 JIieTHero BpemMeHun, a BTopad — Ha €ro OKOH4YaHue.
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Mpumep
B OJAHHOM rnpumepe nokKasaHo, Kak Ha3Ha4nTb Ha4ano JIeTHeEro BpemMeHn Ha 2 4yaca Ho4u
nepBoro BOCKpPeCeHbA anpenda M KOHEeL Ha 2 Yaca Ho4uMm nocnegHero BOCKpeCeHbA

oKTsi6psa co caBmrom 60 MUHYT.

TGK-314# configure terminal

TGK-314 (config)# clock summer-time recurring 1 sun apr 2 1 sun oct 2 60
clock summer-time recurring 1 sun apr 2 1 sun oct 2 60

TGK-314 (config) #
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6.3 clock timezone

[aHHaaA KOMaHAa MCrnonb3yeTca A8 HAaCTPOMKM YacoBoro nosica. [Mpu ncnonb3oBaHuUM
dopmbl no BypeT HacTpoeHo Bpemsi B popmate UTC (BcemmpHOe KOOpAMHUPOBAHHOE
Bpems).

clock timezone {+ | -} HOURS MINUTES

no clock timezone

MapameTpbl

. YKaxute  KOMMYECTBO 4YacoB, KOTopoe Heobxoaumo
npnbasutb kK UTC.
YKaXuTe KONMYeCcTBO YacoB, KOTOPOEe HEOOXOAUMO BblYECTb
n3 UTC.

HOURS YkaxuTe pasHuyy Bo BpemeHn c UTC B yacax (ot 0 go 11).

MINUTES YkaxuTe pasHuuy Bo BpemeHu ¢ UTC B mmHyTax (o1 0 o 59).

Mo ymonyaHuio
YacoBom nosc no ymonyanuto — UTC.

Pexxum BBOga KOMaHAbI
Pexxum rnobanbHomn koHpurypaumm (Global Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
Bpems, nonyyeHHoe oT SNTP-cepBepa, oTobpaxaeTtcs ¢ ydetom UTC, yacoBoro nosica u

HaCTpoeK nepexona Ha JieTHee Bpem4.

Mpumep
B naHHOM Npumepe Noka3aHo, Kak HaCTPOUTb YaCOBOM NOSAC, KOTOPbIM Ha 8 Yacos
onepexaet Bpema UTC.

TGK-314# configure terminal
TGK-314 (config)# clock timezone - 8 0
clock timezone - 8 0

TGK-314 (config) #
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6.4 show clock

[aHHasA KOMaHOa NCNoNb3yeTCa ANa oTobpaxeHUa MHOPMaLUM O JaTE N BPEMEHM.
show clock

MapameTpbl
HerT.

Mo ymonyaHuio
Her.

Pexum BBOOaAd KOMaH4bl
Monb3oBaTeNnbCKUI MU NpuBmunernpoBaHHbin pexnm (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJ/T4HaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI
Takxe OadHHaA KOMaHAa UCNoJsib3yeTca Ognd OTO6pa)KeHVIF-| MCTOYHWKa BPEMEHMN.

Mpumep
B JAaHHOM rnpumepe NnokKkasaHo, Kak OTO6pa3l/ITb Tekyllee BpemM4.
TGK-314> show clock

show clock

Current Time Source : System Clock
Current Time : 18:10:52, 2021-09-24
Time Zone : Europe/Moscow
Daylight Saving Time : Disabled
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6.5 show sntp
[laHHas KomaHpa ncnonb3yeTcs ona otobpaxeHua nHdopmaumm od SNTP-cepeepe.

show sntp

MapameTpbl
HerT.

Mo ymonyaHuio
Her.

Pexum BBOAad KOMaHAbI
Monb3oBaTeNnbCKUn NN NpuBUNErMpoBaHHbIn pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJ/T4HaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI
[laHHas KomaHpa ucnonb3yeTcs Ana otobpaxeHua MHdopmaumm o6 SNTP-cepeepe.

Mpumep
B maHHOM Npumepe nokasaHo, Kak 0TobpasnTb MHpopmaumio 06 SNTP-cepsepe.
TGK-314> show sntp
show sntp
SNTP Status : Disabled
SNTP Poll Interval : 512
Obtain NTP servers from DHCP server : Disabled
SNTP Server Type
________________ +_________

194.190.168.1 : Static

Total Entries : 1

CtpaHunua 69 13 103



TrK-314 HactpanBaemble KOMMYTaTOPbl 2 YPOBHSA KoMaHabl ynpasneHus BpemMeHeM 1

- " SNTP-
PyKOBOACTBO MO MCMOJb30BaHMIO MHTepdelica KomaHaHoM cTpokw (CLI)

6.6 sntp server

JaHHaa komaHpa wucnonb3yetca Ana ykasaHuma SNTP-cepsepa. lNpu mcnonb3oBaHUM
$OopMbl N0 KOMaHAA YAANUT CepBEP U3 CNUCKA.

sntp server {dhcp | address NTP-ADDRESS | NTP-URL}
no sntp server {dhcp | address NTP-ADDRESS | NTP-URL}

MapameTpbl
address NTP-ADDRESS | y Pya URL
KaXxute IFva- nnm -ajpec cepBepa BpeMeHN.
NTP-URL " Apec cepaepaEp
YKaxute, 4T0obObl YCTPOWMCTBO MOJy4aso ajapec cepsepa
dhcp ycTp y Ap pBep

BpemeHu no DHCP-npoTokony.

Mo ymonyaHuio
HerT.

Pe)xxXum BBOAa KOMaHAbI
Pexxum rnobanbHon KoHburypaumm (Global Configuration Mode).

VpOBEHb KOMaHAbl MO yMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI

YT00ObI yKa3aTb Heckonbko SNTP-cepBepoB, BBEAUTE [AHHYIO KOMAHAY HECKOJIbKO pas,
ncnonb3ys pasHbole IP- nnm URL-agpeca SNTP-cepBepoB. MakcMManbHoOe KOMYecTBO
agpecos — 4.

Ncnonb3ynte ¢dopmy no, 4tobbl ypanutb agpec SNTP-cepBepa WM OTMEHUTb
nonyyeHue agpeca cepsepa spemeHn no DHCP-npoTokony.

Mpumep

B naHHOM npumepe nokasaHo, Kak CUMHXPOHU3NPOBATb CUCTEMHOE BPEeMs C CepBepom
SNTP c IP-agpecom 129.132.2.21.

TGK-314 (config)# sntp server 129.132.2.2

sntp server 129.132.2.21

TGK-314 (config) #
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6.7 sntp enable

[aHHasa KOMaHAa NCNonb3yeTcsa ANS BKIOYEHUA CUHXPOHM3ALNM CUCTEMHOIO BpeMEeHU C

SNTP-cepBepom. MNpn ncnonbsoBaHnn GopMbl NO CUHXPOHM3ALMA OyaeT OTKIoYEeHa.
sntp enable

no sntp enable

MapameTpbl
HerT.

Mo ymonyaHuio
Mo yMon4yaHuio fgaHHaa PyHKLNSA BKOYEHA.

Pexxum BBOAga KOMaHAbI
Pexxum rnobanbHon KoHpurypaumm (Global Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
Ncnonb3ynTe AaHHYO KOMaHAY, YTOObI BKTIOYNTb CUHXPOHU3ALMI0O CUCTEMHOTO BPEMEHM
¢ SNTP-cepsepom.

Mpumep

B OAaHHOM npumepe nokKasaHo, Kak BKIKYUTb CUHXPOHU3aUUKO CUCTEMHOIO BpemMeHU C
SNTP-cepsepom.

TGK-314 (config) # sntp enable

sntp enable

TGK-314 (config) #
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6.8 sntp interval

[JaHHaaA KOMaHAa MCronb3yeTcs ANS HACTPOMKU MHTEepBaNa CUMHXPOHM3ALMW 4acoB
SNTP-knueHTa c cepBepoM. [Mpu mncnonbloBaHun ¢opmbl no OyaeT BOCCTAHOBNEHO
3HayeHure No YyMOJTHaHMIO.

sntp interval SECONDS

no sntp interval

MapameTpbl

3agaeT MHTepBan cMHXpoHM3aumn (16, 32, 64, 128, 256, 512,
SECONDS 1024, 2048, 4096, 8192, 16384, 32768, 65536 nnn 131072
CeKyHA).

Mo ymonyaHuio
3HayeHue no ymonyaHuio — 512 cekyHg.

Pe)Xnm BBOA A KOMaHAbI
Pexxum rnobanbHon KoHpurypaumm (Global Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJT4HaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
[aHHas KoMaHAa Mcnonb3yeTcs AN HAaCTPOWKM MHTepBana BpemeHn mexay NTP-
3anpocamu.

Mpumep
B naHHOM Npumepe NoKaszaHo, Kak HAacTpouTb MHTepBan 1024 cekyHabl.

TGK-314 (config) # sntp interval 1024

sntp interval 1024
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7. KOMAHAbI VLAN

7.1 ingress-checking

[aHHas KomMaHAa WCMNoNb3yeTca [ANA  BKAKYEHUS MPOBEPKM BXOASLMX Kagpos,
noslydaembix WHTepdencom. Mpu mncnonb3oBaHMM ¢GOPMbl NO KOMaHAA OTKOYUT
NpoBeEpPKY.

ingress-checking

no ingress-checking

MapameTpbl

Her.

Mo ymonyaHuio
Mo ymon4yaHuto gaHHaa PyHKLNA OTKIKOYEHa.

Pe>xum BBOAA KOMaHAbl
Pexxunm koHpurypaummn nHtepdencos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO yMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
[na ncnonb3oBaHWS [AaHHOW KOMaHAbl HEO6XOAMMO MEPEeNTN B PEXUM KOHPUTrypaLum
nopTa, AManasoHa noptos unu port-channel (interface).

[JaHHaa KoMaHAa uCnonb3yeTca A8 BK/OYEHUA MPOBEpPKM BXOAAWMX Kagpos,
nonyvyaembix nHTepdencom. Mpu BKkIOYEHHON NpoBepKe NakeT byaeT oTbpoleH B TOM
cnyyae, ecnvM nNpUHMMaWKMK nHTepdenc He saBnsetcs 4dneHom VLAN, K KoTopow
OTHOCUTCS MOJly4aeMbli Naker.

Mpumep
B paHHOM NpuMmepe NokasaHo, Kak OTK/THYNTbL MPOBEPKY BXOAALWMX KaapoB A nopTa
Ethernet 1/0/1.

'GK-314# configure terminal
'GK-314 (config) # interface ethernet 1/0/1
TGK-314 (config-if)# no ingress-checking

no ingress-checking

TGK-314 (config-if) #
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7.2 mac-vian

[aHHaa KomaHAa wucnonb3lyeTcs ANs npuBA3KM Bxogswero Tpaduka kK VLAN Ha
ocHoBaHuM MAC-agpecoB (MAC-based VLAN). Mpwn ncnonb3oBaHun Gopmbl N0 KOMaHAa
yaanuT 3anucb o npmeaske K VLAN.

mac-vlian MAC_ADDR MAC_ADDR vid VLAN_ID [priority PRIO]
no mac-vlan {all | MAC_ADDR | vid VLAN_ID}

MapameTpbl
MAC_ADDR Ykaxute MAC-agpec.
YkaxuTte, kakaa yactb MAC-agpeca fonXHa COOTBETCTBOBATb
KasaHHOMY agpecy (roe F — nonHoe coBnageHne cMMBONa
MAC_MASK y 'Y aApecy (ro > A ,
0 — nwobon gpyron cumeon). 3apante FF:FF.FF:FF.FF:FF gna
nonHoro coesnageHna ¢ MAC-agpecom.
vid VLAN_ID NoeHTndumkatop VLAN gna ncxoaswero tpaduka.
(OnumoHanbHO) 3HaveHWe BHyTpeHHero npuoputeta CoS.
priority PRIO Honyctumbin gnanasoH: ot 0 go 7. Ecnm He ykasaHo, byget
MCcNonb30BaTbCA 3HayeHue 0.
" YKaXuTe npu NCnosib30BaHUM GOopMbl NO ANS yoaNeHns BCcex
a

3anuncen o npuesaske K VLAN Ha ocHoBaHun MAC-agpeca.

Mo ymonyaHuio
Her.

Pexum BBO4a KOMaHAbI
Pexxum rnobanbHomn koHpurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 15.

Ncnonb3oBaHMe KoOMaHAbI
Ncnonb3ynTe aaHHyo KomaHay ons npueaskn K VLAN Ha ocHoBaHun MAC-agpecos.

[Ona co3zpgaHua 3annucm o npueaske ykasbiBaeMmasa VLAN gosmkHa CylecTBOBaTb B cMCTEME.
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Mpumep
B naHHOM npumepe nokasaHo, kak co3gatb npueasky K VLAN 3 ona MAC-agpecos
50:46:5D:6E:XX:XX.

TGK-314# configure terminal
TGK-314 (config) # mac-vlan 50:46:5D:6E:34:52 FF:FF:FF:FF:00:00 vid 3
mac-vlan 50:46:5D:6E:34:52 FF:FF:FF:FF:00:00 vid 3

TGK-314 (config) #
B naHHOM npumepe nokasaHo, Kak yaanuTtb Bce 3anmcn ana VLAN 3.

TGK-314# configure terminal
TGK-314 (config) # no mac-vlan vid 3
no mac-vlan vid 3

TGK-314 (config) #
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7.3 mac-vian (interface)

[laHHas KOMaHAa WCNonb3yeTca [N BKIOYEHUS/BbIKNIOYEHNSA MPUBA3KM BXOLALLETO
Tpadmka k VLAN Ha ocHoBaHun MAC-appecoB (MAC-based VLAN) gna ykasaHHoOro
nopTta KoMmyTaTopa. Mpn ncnonbzosaHMn GopMbl NO KOMaHAa OTK/TOYUT NPUBA3KY ANA
yKa3aHHOro noprTa.

mac-vlan

no mac-vian

MapameTpbl
HerT.

Mo ymonyaHuio
Mo ymonuyaHuio npueaska K VLAN Ha ocHoBaHnn MAC-agpecoB BK/IlOYEHA A9 BCeX
nopToB.

PeXXum BBOAa KOMaHAbl
Pexxunm koHpurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 15.

Ncnonb3oBaHne KomaHAbl
Ons ncnonb3oBaHUs AAHHOM KOMaHAbl HEOOXOAMMO NMEPENnTU B PEXMM KOHPUrypaLmm
nopTa unu gruanasoHa noptos (interface).

[aHHaA KoMaHa UCnonb3yeTcs ANg BKIoYeHMsa/BbikntovyeHns npmesaskm K VLAN Ha
ocHoBaHUM MAC-agpecoB gnf yKa3aHHOro nopTa KOMMyTaTopa.

Mpumep
B maHHOM npumepe nNokasaHo, Kak oTkNo4YnTb nNpuea3ky K VLAN Ha ocHoBaHun MAC-
agpecos gna nopta Ethernet 1/0/5.

!
P
BN
|
t
I
=

# configure terminal

TGK-314 (config)# interface ethernet 1/0/5
TGK-314 (config-if)# no mac-vlan

no mac-vlan

TGK-314 (config-if) #
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7.4 show vian mac-vian

[aHHasa komaHAa mcnonb3yeTcs Ans oTobpaxeHwus 3anucen o npuesske K VLAN Ha
ocHoBaHuUM MAC-agpecos.
show vlan mac-vlan {interface [ethernet IFACELIST [, | -1] | entries [{vid
VLAN_ID
| mac MAC_ADDR}1}

MapameTpbl
) YKaxuTe, 4TOObl OTOOPa3nTb COCTOSIHME TMPUBA3KKM [N
interface

NOPTOB KOMMYTATOpPA.

OnumuoHanbHo) Ykaxute Homep WuHTepdenca (nopTa
ethernet IFACELIST O™ ) P Pé (nop

Ethernet).

(OnumoHanbHO) Heckonbko MOPTOB  WAM  OTAeNeHue
s [AMana3oHa MopToB OT npepbigywero. Wcnonb3oBaHue
npobena [o v nocsne 3anNsToM HeJoMyCTUMO.

(OnunoHanbHo) AnanasoH nopTto.. Nicnonb3oBaHue npobena
[0 1 nocne geduca HegoNycTMMO.

entries YKaxuTe, 4yToObl 0TOOPa3nTb 3anNMcK 0 NPUBS3KE.

(OnunoHanbHO) YkaxuTte, 4yToObl 0TOOPA3UTL 3anNUCK Ans

vid VLAN_ID .
onpegeneHHon VLAN.

(OnunoHanbHO) YkaxuTte, 4yToObl 0TOOPA3UTL 3anNUCK Ans

mac MAC_ADDR
onpepeneHHoro MAC-agpeca.

Mo ymonyaHuio
Her.

Pe>xnm BBOAa KOMaHAbI
Monb3oBaTeNnbCKUn N NpUBUNErMpoBaHHbIn pexnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 1.

Ncnonb3oBaHMe KOMaHAbI
[aHHas KomMaHAa wmcnonb3yeTcs pns oTobpaxeHus 3anmcer o npmesaske K VLAN Ha
ocHoBaHn MAC-agpecoB. KomaHpa no3BonsieT oTobpasnTb COCTOSSHUE MPUBSA3KN AN
onpegeneHHoOro nopta WAM AuMana3oHa MNOPTOB KOMMYTAaTOpa, a TakKXe 3anumcu gns
onpegenenHoun VLAN nnm onpegeneHHoro MAC-apgpeca.
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Mpumep
B maHHOM npumepe nokasaHo, kak oTobpa3unTb Bce 3anucu o npuesske K VLAN Ha
ocHoBaHun MAC-agpecos.

TGK-314# show vlan mac-vlan entries

show vlan mac-vlan entries
MAC address : MAC mask : VLAN ID : Priority
———————————————————— o ————————
0022625720021 KF303 3 FEEFFFEFEsEEz00 8 3 0

Total Entries : 1

TGK-3144
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7.5 protocol-vlan frame-type

[aHHaa KomaHAa wucnonb3lyeTcs ANs npuBA3KM Bxogswero Tpaduka kK VLAN Ha
OCHOBaHWK Tuna npoTokona (protocol-based VLAN). Mpu mncnonb3oBaHun ¢opmbl ho
KOMaHga yaanuT 3anucb o npuesaske K VLAN.

protocol-vlan frame-type {ethernet2 ether-type PROTO_VALUE | lic | snap}
vlan

VLAN_ID [priority PRIO]
no protocol-vlan frame-type {ethernet2 ether-type PROTO_VALUE | lic |

snap}
MapameTpbl
ethernet2 Mpwuesa3ka gns Tuna kagpos Ethernet Il
YKaxute TN NpOoTOKona 2 ypoBHS. HeobxoanMmo ykasaTtb 2
ether-type

6anTa B 16-pnyHom popmate (Hanpumep, OXxF1A2 nnn F1A2).

PROTO_VALUE g
Hdonyctumbin gnanasoH: ot 0001 go FFFF.

lic MpwuBsa3ka gna Tmna kagpos LLC.
shap MpuBaska gns Tmna kagpos SNAP.
vlan VLAN_ID NpoeHTndumkaTtop VLAN gna ncxoaswero tpaduka.

(OnunoHanbHO) 3HayeHMe BHyTpeHHero npuoputeta CoS.
priority PRIO Honyctumbin gnanasoH: ot 0 go 7. Ecnm He ykasaHo, byaet
MCrnonb30BaTbCA 3HadYeHume 0.

Mo ymonyaHuio
HerT.

Pe>xnm BBOAa KOMaHAbI
Pexxum rnobanbHomn KoHpurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YpoBeHb 15.

Ncnonb3oBaHMe KOMaHAbI
Ncnonb3ynTe aaHHyo KomaHay ans npueasku K VLAN Ha OCHOBaHWM TMMNa NPOTOKONA.

[na co3pgaHna 3anucm o npmBA3Ke yKa3blBaeMasd VLAN ponxHa CylieCcTBOBaTb B CUCTEME.
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Mpumep

B naHHOM NpuMepe nokasaHo, Kak co3gaTb npuesAsky K VLAN 3 gna npotokona IPv6 (Tun
kagpos — Ethernet Il, Tun npotokona — 86DD).

TGK-314# configure terminal

TGK-314 (config) # protocol-vlan frame-type ethernet2 ether-type 86DD vlan 3
protocol-vlan frame-type ethernet2 ether-type 86DD vlan 3

TGK-314 (config) #
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7.6 protocol-vian (interface)

[aHHas KOMaHAa uvcnonb3yeTcs AN BKIOYEHWUS/BbIKIOYEHUS MPUBA3KM BXOASLLErO
Tpaduka k VLAN Ha ocHoBaHuMM Tuna npoTtokona (protocol-based VLAN) aons ykasaHHoro
nopTa kommyTaTopa. Mpun ncnonb3oBaHUU GOPMbl NO KOMaHAA OTKOUYUT NPUBS3KY 4SS
yKa3aHHoOro nopra.

protocol-vlan

no protocol-vlan

MapameTpbl
HerT.

Mo ymonyaHuio
Mo ymon4yaHuo npmeaska K VLAN Ha OCHOBaHMM TUMa NPOTOKONA BKIIKOYEHa AN BCex
nopToB.

Pexxum BBOAa KOMaHAbI
Pexxunm koHpurypaummn nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 15.

Ncnonb3oBaHne KoMmaHAbl
Ons Mcnonb3oBaHUs [AaHHOW KOMaHAbl HEOOXOAMMO NEPenTU B PeXum KOHUrypaumm
nopTa unu grManasoHa noptos (interface).

[aHHaA KOMaHa UCnonb3yeTcs ANa BKOYeHMA/BbikntovyeHns npuesasku K VLAN Ha
OCHOBaHUW TUMNA NPOTOKONA AN1A YKa3aHHOro nopTa KOMMyTaTopa.

Mpumep
B oaHHOM npumepe nokasaHo, Kak oTkNo4nTb npueasky K VLAN Ha ocHoBaHuM Tuna
npoTtokona ans nopta Ethernet 1/0/5.

TGK-314# configure terminal
TGK-314 (config)# interface ethernet 1/0/5
TGK-314 (config-if)# no protocol-vlan

no protocol-vlan

TGK-314 (config-if) #
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7.7 show vlan protocol-vian

[aHHaA KOMaHAa ncnonb3yeTcs Ana oTobpaxeHus 3anucen o npmeaske K VLAN Ha

OCHOBaHUUM TUMNa NPOTOKOA.

show vlan protocol-vlan {interface [ethernet IFACELIST [, | 11 | entries
[{vid VLAN_ID | frame-type {ethernet2 | lic | snap} | ether-type PROTO_VALUE}]}

MapameTpbl
) Ykaxute, 4tobbl OTOOPa3uUTb COCTOSIHME TMPUBA3KU ONs
interface
NOPTOB KOMMYTATOpPA.
(OnumoHanbHO) Ykaxute Homep UWHTepdenca (nopTa
ethernet IFACELIST
Ethernet).
(OnunoHanbHO) Heckonbko MOPTOB  WUNW  OTAeNeHue
, [AMarnasoHa nopToB OT npeabigywero. WMcnonb3oBaHue
npobena oo 1 nocne 3anNSTon HeJOMNyCTUMO.
(OnunoHanbHo) AnanasoH nopToB. Micnonb3oBaHue Npobena
[0 U nocne geduca HegonycTMmo.
entries YKaxuTe, 4ToObl 0TOGPA3MTbL 3aNUCK O NPUBSA3KE.
. (OnuunoHanbHO) Ykaxute, yTobbl OTOOPA3UTL 3anUcK ANng
vid VLAN_ID ’ P

onpegeneHHon VLAN.

frame-type

(OnumoHanbHO) YkaxuTte, 4ToObl 0TOOPA3UTL 3anNMcK ANS
onpefeneHHoro TMna Kaapos.

YkaxuTte, 4yTobbl 0TOOPaA3NTb 3aNUCK A8 TUNA KafgpoB

ethernet2
Ethernet Il.
lic YkaxuTte, 4Tobbl 0TOOpPa3nTb 3anmcu ans Tuna kagpos LLC.
snap YKaxuTe, 4ToObl 0TOOPa3nTb 3anuncK gna Tmna kagpos SNAP.
(OnumoHanbHO) YkaxuTte, 4TOObI OTOOPA3UTL 3anucu pns
ether-type onpeneneHHoro Tuna npoTokona 2 ypoBHA. Heobxopgumo

PROTO_VALUE

yKkasaTb 2 6anTa B 16-puyHom popmate (Hanpumep, OxF1A2
nnu F1A2). Jonyctumbin ananasoH: ot 0001 go FFFF.

Mo ymonyaHuio
Her.
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Pe)Xvm BBOAla KOMaHAbI
Monb3oBaTenbCkMin NN NpuBMnerMpoBaHHbIn pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJ/T4HaHUIO
YpoBeHb 1.

MCHOHbBOBaHMeKOMaHAH

[aHHas KomaHAa mcnonb3yeTcs gna oTobpaxeHus 3anmcer o npmesaske K VLAN Ha
OCHOBaHMK TUMa NPOTOKONa. KoMaHaa No3BonsieT 0ToOpa3nTb COCTOSIHUE NPUBA3KU AN1S
onpegeneHHoOro rnopta WAWM fuanasoHa MNOPTOB KOMMYTATOpa, a TakXe 3anucm ans
onpeaenenHon VLAN nnm onpegeneHHOro TMna npoToKona.

Mpumep

B naHHOM npumepe nokasaHo, Kak 0TobpasnTb Bce 3anuncu o npmeaske K VLAN Ha
OCHOBaAHWK TMMNa NpoTokona ans noptos Ethernet 1/0/5u1 1/0/6.

TGK-314# show vlan protocol-vlan interface ethernet 1/0/5-6

show vlan protocol-vlan interface ethernet 1/0/5-6

Interface : State

____________ +__________
Ethl/0/5 : Enabled

Ethl/0/6 : Enabled

Total Entries : 2
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7.8 private-vian
[aHHaa KomaHAa wcnonb3yetca pAna  usonaumm noptoB BHyTpu VLAN. Tlpwu
MCNoNb30BaHNN GOPMbI NO KOMaHAA YAAINIUT NPaBUIIO N30NALUKN MOPTOB.

private-vlan ENTRY_ID VLAN_ID trusted port {none | interface
ethernet

IFLIST [, | -1}
no private-vlan ENTRY_ID

NMapameTpbl
YKaxuTte MOEHTUPUKATO CcO34aBaemMoro npasuna.
ENTRY_ID _MiReHTUgUKaTOp A P
Honyctumbin gnanasoH: ot 1 go 16.
VLAN ID Ykaxute ngeHtnoukatop VLAN, ans kotopon cospaeTcs
- npaeuno. Jjonyctumbii gnanasoH: ot 1 go 16.
YkaxuTe, 4TOObI BCE nopThbl Ethernet Gbinn
none
N30/IMPOBAHHbIMM.
interface ethernet Ykaxute Homep nopta Ethernet «kotopbin  Oyger
IFLIST AoBepeHHbIM nopTom 3Ton VLAN.
(OnunoHanbHO) Heckonbko MHTepdENCcoB WM oTAeNeHue
’ LManasoHa nHTepdencos ot npepbiaywero. Micnonb3oBaHue

npobena oo u nocne 3ansTom HeZoNyCcTUMO.

(OnunoHanbHo) AnanasoH nHTepdencos. Micnonb3osaHue
npobena oo n nocne geduca HegoNyCcTUMO.

Mo ymonyaHuio
Her.

Pexxnm BBOAA KOMaHAbI
Pexxum rnobanbHon koHburypaumm (Global Configuration Mode).

VpOBEHb KOMaHAbl NO YMOJTHaHUIO
YpoBeHb 15.
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Mcnonb3oBaHue KomaHAbl

[daHHaaA KOMaHAa wucnonb3yeTca Ana usonauum nopTtoB BHyTpu ogHou VLAN. [opr,
onpefeneHHbI Kak OoBepeHHbin (trusted), moxeT nepenaBaTb Tpaduk Ha ntodomn
apyron nopt 3ton VLAN. MopT, He onpefeneHHbI Kak JOBEPEHHbIN, MOXET NnepenaBaTb

TpaPuK TONbKO Ha JoBepeHHble nopTbl 3Ton VLAN. Ecnm Bo VLAN BCe nopTol
N30/TMPOBAHHbIE, TPADUK MeXAY HUMU He nepefaeTcs.

Mpumep

B maHHOM Npumepe nokasaHo, kKak co3gaTb Npaeunio ans noptos Ethernet 1/0/51 1/0/6
BHyTpUM VLAN 3.

TGK-314# configure terminal

TGK-314 (config)# private-vlan 1 3 trusted-port interface ethernet 1/0/5-6
private-vlan 1 3 trusted-port interface ethernet 1/0/5-6

TGK-314 (confiqg) #
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7.9 show private-vian

[aHHasa KomaHZa Mcnonb3yeTcs AN 0TOOpaXeHUs NpaBua U30NALMU NMOPTOB BHYTPU
VLAN.

show private-vlan [vlan-id VLAN_ID | ENTRY_ID]

MapameTpbl

(OnumoHanbHO) Ykaxute, 4tobbl 0TOOPa3nTbL NpaBmnia gns

vlan-id VLAN_ID .
onpepeneHHon VLAN.

ENTRY_ID (OnumMoHanbHO) YKaxunte HOMep npasuna.

Mo ymonyaHuio
HerT.

Pe)xxum BBOAa KOMaHAbI
Monb3oBaTeNnbCKU MNN NpuemunerpoBaHHbin pexnm (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJ/T4HaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbl

[laHHas KoMaHAa Mcnonb3yeTcs AN OTObpaXeHus NpaBun U30NASLUMM NMOPTOB BHYTPMU
VLAN. KomaHpga no3BonseT oTobpasuTb BCe npaBwuia, NPaBUMIO C OnNpeaenieHHbIM
HOMepOM MK Npasuna gns onpegeneHHon VLAN.

Mpumep

B naHHOM npumepe nokasaHo, Kak 0Tobpa3nTb NpaBmna nsonaumm noptos gnaa VLAN 3.

TGK-314# show private-vlan vlan-id 3
show private-vlan vlan-id 3

Entry ID : VLAN ID : Trusted ports
___________ T

1 : 3 : 1/0/5-1/0/6

Total Entries : 1
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7.10 show vian

[JaHHaa KomaHaa ncnosibayeTca and OTO6pa)KeHVIF| OMMCaHNA UNN NapaMeTPOB ANnd BCEX

HacTpoeHHbIX VLAN nnn ogHon VLAN KommyTaTopa.

show vlan [VLANLIST [, | -] | description | interface [{ethernet IFACELIST [, |
-] |port-channel CHANNO}]]

MapameTpbl

VLANLIST

(OnumoHanbHO) Ykaxute opgHy unm Heckonbko VLAN pns
OTOOpaXeHUss onucaHms wunu WHGopmauMm o mnopTax-
yyacTHuKax. Ecnm VLAN He yka3zaHa, TO oToOpaxkatoTca Bce
VLAN. lonycTumbin gmana3oH: ot 1 go 4094.

(OnunoHanbHo) Heckonbko VLAN nnu otoeneHue gmanasoHa
VLAN ot npepbigywero. Mcnonb3oBaHve npobena o wu
nocsne 3ansTon HeJomnyCcTUMO.

(OnumoHanbHo) AmanaszoH VLAN. Ncnonb3oBaHue npobena
[0 1 nocne gedunca HegonycTMmo.

description

(OnunoHanbHO) YKaxuTte, 4ToObl 0OTOOPA3UTL OMNKUCaHKe Ons
VLAN.

(OnumoHanbHO) YKaxuTte, 4TOObl OTOOPA3UTb HACTPOMKM

interface VLAN pna Bcex MHTepdencoB WM onpeperieHHoro nopTta
Ethernet nnu port-channel.
ethernet IFACELIST YkaxuTte, 4tobbl 0OTOOpasuTb Hactpomkm VLAN ans

¢dum3mMyeckoro nopra.

(OnunoHanbHO) Heckonbko WHTepdENcoB MM oTaeneHue
AMana3oHa MHTepdercos oT npeabiaywero. Mcnonb3oBaHue
npobena Ao 1 nocne 3ansTol HegonycTMMO.

(OnunoHanbHo) Anana3soH UHTepdencos. Micnonb3oBaHne
npobena go v nocne gedunca HeJoNyCTUMO.

port-channel CHANNO

YKkaxuTe, 4Tobbl 0TOO6pa3nTb HacTponkn VLAN ans port-
channel.

Mo ymonyaHuio
Her.

CtpaHunua 87 13 103



TrK-314 HactpanBaemble KOMMYTaTOPbl 2 YPOBHSA
KomaHpabi
PykoBOACTBO MO MCMONb30BaHUIO UHTepdeica KomaHaHom cTpoku (CLI)

Pe>xum BBOAa KOMaHAbl
Monb3oBaTeNnbCKUI NN NpuemunernpoBaHHbin pexunm (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJ/T4HaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbl

[aHHaaA KOMaHAa MCnonb3yeTca AN OTOOpPaXeHUs OMMCaHWSA WM MapamMeTpoB  As
VLAN kommyTatopa. KomaHpa no3BonseT oTobpas3utb napameTtpbl VLAN pna Bcex
nHTepderncos, Gn3nMyeCcKoro NopTa, gManasoHa NnopToB unu port-channel.

Mpumep

B naHHOM npumepe nokasaHo, Kak 0Tobpas3unTb Bce Tekywme 3anuncm no VLAN.

TGK-314> show vlan
show vlan
VLAN 1:
Name : VLAN1

Tagged member ports

Untagged member ports : 1/0/1-1/0/28
VLAN 3:
Name : VLAN3

Tagged member ports

Untagged member ports

Total Entries : 2

CtpaHunua 88 13 103



TrK-314 HactpanBaemble KOMMYTaTOPbl 2 YPOBHSA
KomaHpabi

PykoBOACTBO MO MCMONb30BaHUIO UHTepdeica KomaHaHom cTpoku (CLI)

B maHHOM npumepe MnokasaHo, Kak o0Tobpasutb nHpopmaumo o PVID (Port VLAN ID),
NpoBepKe BXOAALMX MAKETOB M AOMNYCTUMbIX TUMax KagpoB ans noptos Ethernet 1/0/1 u
1/0/4.
TGK-314# show vlan interface ethernet 1/0/1,1/0/4
show vlan interface ethernet 1/0/1,1/0/4
1/0/1:

Native VLAN : 1

Hybrid tagged VLAN

Hybrid untagged VLAN 1

Ingress checking : Enabled

Acceptable frame type : Admit-All
1/0/4:

Native VLAN HE

Hybrid tagged VLAN

Hybrid untagged VLAN 1

Ingress checking : Enabled
Acceptable frame type : Admit-All

TGK-3144
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7.11 switchport access vian

[aHHas KomaHpa ucnonb3yeTcs Ana ykasaHua access VLAN ans uHtepdenca. MNpu
NCNonb30BaHMM GOPMbl NO KOMAaHAA BEPHET HACTPOMKMN MO YMOHAHUIO.

switchport access vilan VLANID

no switchport access vlan

MapameTpbl

Access VLAN nHTepdenca. [JlonycTumbln gnanasoH: ot 1 go
4094.

VLANID

Mo ymonyaHuio
Mo ymonuanuio access VLAN asnsaetca VLAN 1.

Pexum BBOOaAd KOMaHAbl
Pexunm koHpurypaumnm nHtepdericos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJT4HaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
[na ncnonb3oBaHMs AaHHOM KOMaHAbl HEOOXOAMMO NEPENTN B PEXUM KOHPUIypauum
nopTa, AManasoHa noptos unu port-channel (interface).

[aHHaa koMaHOa BCTyMnaeT B CUNy, Korga MHTepdenc HacTpoeH B pexume [ocTyna
(access mode). Ecnn VLAN, ykasaHHaa B KayecTBe access VLAN, He cyw,ecTByeT, OHa
6yneT co3gaHa aBTOMaTUYECKMU.

MoxeT ObITb YKa3zaHa ToNibko oaHa access VLAN. Cnefytowas KomaHga nepesanmcbiBaeT
npeabiayLyo KomaHay.

Mpumep
B naHHOM npumepe nokasaHo, Kak HacTpouTb nopT Ethernet 1/0/10 B pexnme goctyna
(access mode) c access VLAN 1000.

TGK-314# configure terminal
TGK-314 (config)# interface ethernet 1/0/10
TGK-314 (config-if) # switchport mode access

switchport mode access
TGK-314 (config-if)# switchport access vlan 1000
switchport access vlan 1000

TGK-314 (config—-if) #
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7.12 switchport hybrid acceptable-frame

[JaHHaaA KomaHZa WCNoNb3yeTcAa ANA HACTPOMKM JOMNYyCTUMOro TuMa KaapoB Ans
rmépugHoro nHtepdenca. Mpu ncnonb3oBaHUM GoOpMbl NO KOMaHAA BEPHET HACTPOMKMU
Mo YMOYaHMUIo.

switchport hybrid acceptable-frame {all | tagged-only | untagged

only} no switchport hybrid acceptable-frame

MapameTpbl
Il Ykaxute, 4TOObl MpOMyckaTb W  TErmpoBaHHble M
a
HeTernpoBaHHbIe Kagpbl.
tagged-only YKaxute, 4ToObl NPOMNYCKaTb TONbKO TErMPOBaHHbIE Kagpbl.

YKaxuTe, YTOObI nponyckatb TOJIbKO HETErmMpoBaHHbIE

untagged only 20D
Kaapbl.

Mo ymonyaHuio
Mo ymonyaHuio onyCcTMbl BCE TUMbI KA POB.

Pexxum BBOga KOMaHAbI
Pexum koHpurypaunmn nHtepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
[ns ncnonb3oBaHUA fAaHHOW KOMAHAbl HEOOXO4MMO MEPENTU B PEXUM KOHPUrypaumnm
nopTa, AManasoHa noptos unu port-channel (interface).

[laHHasa KomMaHAa MCNonb3yeTcs AN HAaCTPOMKM [ONMYCTUMOro TUNA KaapoB Ans
rmbpugHoro nHtepdenca.

Mpumep
B maHHOM npuMepe NokasaHo, Kak HacTpoWTb AOMNYyCTUMbIA TUN Kagpos tagged-only
ANs ananasoHa rmbpugHbix noptos Ethernet 1/0/4-1/0/6.

TGK-314# configure terminal
TGK-314 (config) # interface range ethernet 1/0/4-6
TGK-314 (config-if-range)# switchport hybrid acceptable-frame tagged-only

switchport hybrid acceptable-frame tagged-only

TGK-314 (config-if-range) #
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7.13 switchport hybrid allowed vian

[aHHas KomaHAa wMcnonb3yeTcs AN YKa3aHUSA TEervMpoBaHHbIX MM HETermpoBaHHbIX
VLAN pns rmbpugHoro nHtepdenca. MNpu ncnonbsoBaHnn Gopmbl N0 KOMaHAa BepHeT
HaCTPOMKM MO YMOJTYAHMIO.
switchport hybrid allowed vian {[add] {tagged | untagged} | remove}
VLANLIST
[1-]

no switchport hybrid allowed vlan

NMapameTpbl
add (OnumoHanbHo) [lobaBnaeT nHTepdenc B ykasaHHyo(-bie)
VLAN.
remove YpansieT uHtepdenc ns ykazaHHom(-bix) VLAN.
YKka3biBaeT uMHTepdpenc B KayecTBe TErMpoBaHHOro AnA
tagged .
yKkazaHHoMn(-bix) VLAN.
YKa3biBaeT MHTepdenc B KayecTBe HETErMPOBAHHOIO AN
untagged .
ykazaHHoMn(-bix) VLAN.
Cnucok paspeweHHbix VLAN gns 3ameHbl Cyl,ecTBYHOLWEro
cnmcka unm cnmcok VLAN, KoTopble Heobxoammo fob6aBuTb B
VLANLIST cnncok paspeweHHsbix VLAN wnu yganutb 13 Hero. Ecnu
HMKaKaa onuuMsa He 3adaHa, YKasaHHbiM cnmcok VLAN
nepesanuueT CNUCOK pa3peLeHHbix VLAN.
(OnuuoHanbHo) Heckonbko VLAN vnu otaeneHue gManasoHa
, VLAN ot npeabigywero. Mcnonb3oBaHue npobena o wu

nocne 3ansaTomn HeaonyCctnmo.

(OnumoHanbHo) OumanasoH VLAN. Vicnonb3oBaHue npobena
[0 v nocne gedurca HegonycTMMo.

Mo ymonyaHuio
Mo ymon4yaHuio rubpuaHbii MHTEpPdENC ABNSETCA HETErMpPoBaHHbIM YneHom VLAN 1.

Pexxnm BBOAa KOMaHAbI
Pexum koHpurypaumm nHtepdemncos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJT4HaHUIO
YpoBeHb 15.
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Mcnonb3oBaHne KOMaHAbI
[ns ncnonb3oBaHWA JaHHOW KOMaHAbl HEOOXOAMMO MEpPenTU B pPexXnm KoHburypaumm
nopTa, AMana3oHa nopTtoB unu port-channel (interface).

Korpa pa3speweHHada VLAN ykasaHa Ttonbko kak VLAN ID, cnepywowas KomaHAa
nepesanuweTt npeabiaywy KomaHgy. Ecnm HOBbIM  CNMCOK  HeTermpoBaHHbIX
pa3pelwweHHbIXx VLAN nepekpbliBaeTCcsa C TEKYLWMM CMMCKOM TEerMpPOBaHHbIX pa3peLleHHbIX
VLAN, To nepeKkpbIBalOWAACa YacTb OyaeT MU3MeHeHa Ha HETErMMPOBAHHbIE pa3peLleHHble
VLAN. Ecnn HOBbIM CMMCOK TerMpoBaHHbIX pa3peweHHbix VLAN nepekpbiBaeTca ¢
TeKyLWMM CMNCKOM HeTerMpoBaHHbIX pa3pelweHHbIX VLAN, To nepekpbiBalOWaAca 4acTb
OyneT nsmeHeHa Ha TerMpoBaHHble pa3peleHHble VLAN. MocnegHsas KOoMaHAa BCTYNUT B
cuny. Ecnn VLAN He cywecTByeT, oHa OyaeT co3faHa aBTOMATUYECKMN.

Mpumep
B naHHOM Nnpumepe nokasaHo, Kak HacTpouTb nopT Ethernet 1/0/1 B kayecTBe
TermposaHHoro nopta VLAN 1000 v HeTernposaHHoro nopta VLAN 2000 1 3000.

TGK-314# configure terminal

TGK-314 (config)# interface ethernet 1/0/1

TGK-314 (config-if)# switchport mode hybrid

switchport mode hybrid

TGK-314 (config-if)# switchport hybrid allowed vlan add tagged 1000
switchport hybrid allowed vlan add tagged 1000

TGK-314 (config-if)# switchport hybrid allowed vlan add untagged 2000,3000
switchport hybrid allowed vlan add untagged 2000, 3000

TGK-314 (config-if) #
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7.14 switchport hybrid native vian

[daHHaaA koMmaHpa ucnonb3yeTcs Ana ykasaHusa native VLAN ID rubpugHoro nHtepdenca.
Mpu ncnonb3oBaHMm GOPMbl NO KOMAHAA BEPHET HACTPOMKM MO YMOTHAHUIO.

switchport hybrid native vlan VLANID

no switchport hybrid native vlan

MapameTpbl

VLANID Native VLAN rubpuaHoro nHtepdenca.

Mo ymonyaHuio
Mo ymonyanHuto native VLAN rubpuagHoro nHtepdenca asnaetca VLAN 1.

Pexum BBOOaAd KOMaH4bl
Pexunm koHpurypaumnm nHtepdericos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
Ana ncnonb3oBaHWA OaHHOW KOMaHAbl HEOBXOAMMO NMEPENTU B PeXUM KOHPUrypaumm
nopTa, AManasoHa noptos unu port-channel (interface).

YkasaHHas VLAN He ponxHa o6s13aTeNbHO CyLLEeCTBOBATb A MPUMEHEHUNS 3TON
KOMaHAbl. KomaHga BCTynaeT B cuiy, KOorga uHTep@enc HacTpoeH B rmbpnaHoOM pexunme.

Mpumep
B naHHOM nNpuMmepe NokasaHo, kak HacTpouTb NopT Ethernet 1/0/3, 4Tobbl OH cTan
rMépuaHbIM HTEpdencom, n HactpouTs PVID (Port VLAN ID) 20.

TGK-314# configure terminal

TGK-314 (config)# interface ethernet /0/3

TGK-314 (config-if)# switchport mode hybrid

switchport mode hybrid

TGK-314 (config-if)# switchport hybrid allowed vlan add untagged 20
switchport hybrid allowed vlan add untagged 20

TGK-314 (config-if)# switchport hybrid native vlan 20

switchport hybrid native vlan 20

TGK-314 (config-if) #
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7.15 switchport mode

[aHHas KoMaHAa wucnonb3yeTca ANns ykasanua pexumma VLAN (VLAN mode) pns
nHtepdenca. MNpum uncnonbsoBaHnnM ¢GOPMbl NO KOMAHAA BEpPHET HACTPOMKM No
YMOJTYaHUIO.

switchport mode {access | hybrid |

trunk} no switchport mode

MapameTpbl
access HacTpaunBaeT nHTepdenc B kayecTBe nHTepderica goctyna.
hvbrid HactpanBaeTr wuHTepdenmc B  KavyectBe  rmbpupgHoro
ybri o
nHTepdenca.
trunk HactpanBaeT nHtepdenc B kavectse trunk-mHtepdenca.

Mo ymonyaHuio
Mo ymon4aHuMo NOPT HAaCTPOEH B KayecTBe rmbpuaHoro nHtepdenca, PVID paseH 1,
napameTp untagged range paBeH 1.

Pexxum BBOga KOMaHAbI
Pexum koHpurypaunmn nHtepdencos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
[ns ncnonb3oBaHWsA AaHHOW KOMaHAbl HEOOXOAMMO MEPENTU B PEXUM KOHUrypaumm
nopTa, AManasoHa noptos unu port-channel (interface).

Korpa vHTepdenc HacTpoeH B KayecTBe UHTepdernca goctyna (access mode), oH byaeT
HeTermpoBaHHbIM YneHom access VLAN, HacTpoeHHOW s Hero.

Korpa nHTepdenc HacTpoeH B kavectBe rmbpugHoro (hybrid mode), oH moxeT ObiTb
HeTerMpoBaHHbIM UM TErMPOBAHHbLIM YSIEHOM BCeX HacTpoeHHbIX VLAN.

Korgpa wHTepdenc HacTtpoeH B kavectBe trunk-mHTepdenca, oH sBnaetcs nmnbo
TErMpoBaHHbIM, MO0 HeTermpoBaHHbIM 4YneHom ero native VLAN m moxeT ObiTb
TErmpoBaHHbIM YNEeHOM ApYyrux HacTpoeHHbIXx VLAN. HasHayeHume trunk- nHtepdenica —
noaaepxka coeguHeHus switch-to-switch.

Ecnn pexum VLAN ona mHTepderca meHsaetcs, HacTtporku VLAN, obycnoBneHHble
npeabiayLLMM PeXUMom, byayT yTepsiHbl.
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Mpumep

B maHHOM npumepe nokasaHo, Kak HacTpouTb nopT Ethernet 1/0/10 B kayecTBe trunk-
nHTepdenca.

TGK-314# configure terminal

TGK-314 (config) # interface ethernet 1/0/10

TGK-314 (config-if) # switchport mode trunk

switchport mode trunk

TGK-314 (config-if) #
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7.16 switchport trunk acceptable-frame

[aHHaaA KOMaHAa NCNonb3yeTca ANA HAaCTPOMKM AOMNYCTMMOro TUna Kagpos gnsa trunk-
nHtepdenca. lMpu wncnonb3oBaHMn QOpPMbl NO KOMAHOA BEPHET HACTPOMKM Mo
YMOJTYaHMI0.

switchport trunk acceptable-frame {all | tagged-

only} no switchport trunk acceptable-frame

MapameTpbl
" Ykaxute, 4tobbl MNpPOMycKaTb W  TerMpoBaHHble U
a
HEeTErMpoBaHHbIE Kagpbl.
tagged-only YKaxuTe, 4ToObl NpONycKaTb TOIbKO TErMPOBAHHbIE Kaapbl.

Mo ymonyaHuio
Mo ymonyaHuio onyCcTMbl BCE TUMbI KA POB.

Pexxum BBOOaAd KOMaHAbI
Pexunm koHpurypauum nHtepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
Ana ncnonb3oBaHWA OaHHOW KOMaHAbl HEOOXOAMMO NEPENTU B PEXUM KOHUrypaumum
nopTa, AManasoHa noptos unu port-channel (interface).

[laHHas KoMaHAa MCNonb3yeTcs AN HAaCTPOMKKM [OMYCTMMOro TUna Kagpos ans trunk-

nHTepdenca.

Mpumep
B maHHOM npuMepe MokasaHo, Kak HacTpOWTb AOMYyCTMMbIA TUN Kagpos tagged-only
ans trunk-nopta Ethernet 1/0/3.

TGK-314# configure terminal

TGK-314 (config)# interface range ethernet 1/0/3

TGK-314 (config) # switchport hybrid acceptable-frame tagged-only
switchport hybrid acceptable-frame tagged-only

TGK-314 (confiqg) #
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7.17 switchport trunk allowed vian

[aHHaa komaHpa ucnonb3lyeTtcsa ona HacTpomkm VLAN, KOTOpbIM paspeLlleHo Noay4vaTb U
oTNpaBnATb TpadmK B TermpoBaHHOM ¢dopmaTte [na ykKasaHHoro uHtepdenca. lMpu
NCNonb30BaHMM GOPMbl NO KOMAHAA BEPHET HACTPOMKMN MO YMOHAHUIO.

switchport trunk allowed vlan {all | [add | remove | except] VLANLIST [,

| -1}no switchport trunk allowed vian

MapameTpbl
all YKa3bIBaeT, 4TO Ha HTepdelice paspeweHbl Bce VLAN.
add (OnunoHanbHo) [lobaBnsieT ykasaHHble VLAN B cnuncok
pa3peweHHbIx VLAN.
(OnumoHanbHo) YpanaeT vykasaHHble VLAN wu3 cnmcka
remove
pa3peleHHbIX VLAN.
(OnunoHanbHo) PaspeluaeT Bce VLAN, Kpome Tex, KOTopble
except

YKa3aHbl B CMUCKeE.

Cnuncok paspeweHHblx VLAN gng 3ameHbl CylecTBYHOLWEro
VLANLIST cnmcka unm cnmcok VLAN, KoTopble Heobxoammo 4o6aBuTh B
cnucok paspeweHHbix VLAN nnv yganutb U3 Hero.

(OnumoHanbHo) Heckonbko VLAN unu otoeneHue guanasoHa
VLAN ot npeabigywero. Mcnonb3oBaHne npobena no wu
nocsie 3ansiToM HeJonyCcTUMO.

(OnunoHanbHo) AnanasoH VLAN. Ucnonb3oBaHme npobena
[0 1 nocne gedunca HegoONycTMMo.

Mo ymonyaHuio
Mo ymonyanuio Bce VLAN paspeLueHsbl.

Pexxnm BBOAA KOMaHAbI
Pexxunm KoHpurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 15.
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Mcnonb3oBaHue KomaHAbl
[ns ncnonb3oBaHWA JaHHOW KOMaHAbl HEOOXOAMMO MEpPenTU B pPexXnm KoHburypaumm
nopTa, AManasoHa noptos unu port-channel (interface).

[aHHas KOMaHpa BCTynaeT B CU/Y, TONbKO KOrga MHTepdenc HacTpoeH B pexume trunk
mode. Ecnn VLAN paspeweHa gna trunk-mHtepdenca, To OH CTaHET TermpoBaHHbIM
yneHom VLAN. Korpa agns paspeweHHon VLAN yctaHoBneHa onums all, To nHtepdeinc
OyneT aBToMaTMyeckn gobasneH Bo Bce VLAN, co3faHHble CUCTEMON.

Mpumep
B naHHOM Npumepe nokasaHo, Kak HacTpoutb nopT Ethernet 1/0/9 B kayecTBe
TermposaHHoro 4neHa VLAN 1000.

TGK-314# configure terminal
TGK-314 (config) # interface ethernet 1/0/9
TGK-314 (config-if) # switchport mode trunk

switchport mode trunk
TGK-314 (config-if)# switchport trunk allowed vlan add 1000
switchport trunk allowed vlan add 1000

TGK-314 (config-if) #
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7.18 switchport trunk native vian
[aHHaa KoMaHAa ncnonb3yeTtca ansa ykasaHua native VLAN ID trunk-unTtepdenca. Mpu
MCNonb30BaHUN GOPMbI NO KOMaHAA BEPHET HAaCTPOMKM MO YMOJTHAHUIO.

switchport trunk native vlan VLANID

no switchport trunk native vlan

MapameTpbl
VLANID Native VLAN trunk-unHTtepdenca.

Mo ymonyaHuio
Mo ymonyaHumto ykasaHa native VLAN 1.

Pexum BBOOaAd KOMaH4bl
Pexunm koHpurypaumnm nHtepdericos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI
[na ncnonb3oBaHWS [AHHOW KOMaHAbl HEO6XOAMMO MEPENTU B PEXUM KOHPUTypaLmun
nopTa, AManasoHa noptos unu port-channel (interface).

KomaHpa BCTynaeT B CM/y TONbKO Korga MHTepdenc HacTpoeH B pexunme trunk mode.
YkasaHHass VLAN He ponkHa o00s3aTenbHO CywecTBOBaTb AN MPUMEHEHUs 3TOM

KOMaH[Obl.

Mpumep

TGK-314# configure terminal

TGK-314 (config)# interface ethernet 1/0/6
TGK-314 (config-if) # switchport mode trunk

switchport mode trunk
TGK-314 (config-if)# switchport trunk native vlan 22
switchport trunk native vlan 22

TGK-314 (config-if) #
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7.719 vian

[aHHas komaHda ncnonb3yetca ana gobasneHms VLAN 1 Bxofa B pexum KoHduUrypaumm
VLAN (VLAN Configuration Mode). Mpu ncnonb3oBaHun ¢GopmMbl N0 KOMaHAa yAanuT
VLAN.

vlan VLANLIST [, | -]
no vlan VLANLIST [, | -]

MapameTpbl

NpeHntndukatop VLAN, koTopasa gomkHbl ObiTb fobaBneHa,
VLANLIST yhaneHa unm HactpoeHa. KoppekTHbi guanasoH VLAN ID: ot
1 0o 4094. VLAN ID 1 yganutb Henb34.

(OnumoHanbHo) Heckonbko VLAN nnu otaeneHune guarnasoHa
VLAN oT npegbigywero. Wcnonb3oBaHue npobena go w
nocsie 3ansiToM HeJonyCcTUMO.

(OnumoHanbHo) AmanaszoH VLAN. Ncnonb3oBaHue npobena
[0 1 nocne gedunca HegonycTMmo.

Mo ymonyaHuio
VLAN ID 1 cywecTtByeT B cucteme B Kadectse VLAN rno ymonyaHuio.

Pexxum BBOga KOMaHAbI
Pexxum rnobanbHon koHburypaumm (Global Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl

[laHHas komaHpga rnobanbHOM KOHbUrypaumm mcnonbsyetca gna cosgaHua VLAN. Mpwu
BBoAe koMaHAbl vlan ¢ VLAN ID nonb3oBaTenb nepexoguT B pexum KoHourypaumnm VLAN
(VLAN Configuration Mode).

Beop, noeHtudukatopa cywectayowen VLAN He cospaeT HoByto VLAN, HO paspewaeT
NoNb30BaTEN0 M3MEHUTb MNapamMeTpbl AN ykasaHHon VLAN. Korpa nonb3oBaTenb
BBOAUT naeHTudukatop Hoeor VLAN, oHa co3gaeTcs aBTOMaTUYECKU.

Ncnonb3ynTte komanay no vlan gns yganenuss VLAN. VLAN no ymon4yaHuio ypanuTb
Henb3s. Ecnn ypaneHHas VLAN ykasaHa B kayectBe access VLAN gns kakoro-nnb6o
nopta, To ans access VLAN aToro nopta 0yget ykasaHa VLAN 1.
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Mpumep
B naHHOM npumepe nokasaHo, kak obaeutb HoBble VLAN ¢ VLAN ID ot 1000 go 1005.
TGK-314# configure terminal

TGK-314 (config) # vlan 1000-1005

TGK-314 (config-vlan) #
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7.20 name

JaHHaa komaHpa ncnonb3yeTtcsa Ana ykasaHuma mmenn VLAN. lMNpu ncnonb3oBaHuu
$OpMbl N0 KOMaHAA BEPHET MMSA MO YMOJTHAHMIO.

name [VLAN-NAME]
no name

MapameTpsl
VLAN-NAME Nma VLAN (He 6bonee 64 cumBoOB).

Mo ymonyaHuio
Mo ymonyaHuto nmeHem VLAN aBnsetcs VLANX, roe X “— OfHa WM HECKONbKO Undp,

cootBeTcTBytowmx VLAN ID.

Pexum BBOOaAd KOMaHAbI
Pexxunm koHdpurypaumm VLAN (VLAN Configuration Mode).

VpOBEHb KOMaHAbl MO YMON4YaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI

[na ncnonb3oBaHUA JaHHOM KOMaHAbl HEOBXOAMMO MepenTn B PeXumM KoHPUrypaumm
VLAN (vlan).

Ncnonb3ynTe gaHHy KOMaHAy, 4Tobbl 3agaTtb ums VLAN.
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Mpumep

B maHHOM npumepe NokasaHo, Kak 3agatb nms test-vlan gna VLAN 3.
TGK-314# configure terminal

TGK-314 (config) # vlan 3

TGK-314 (config-vlan)# name test-vlan

name test-vlan

TGK-314 (config-vlan)# do show vlan 3

VLAN 3:
Name : test-vlan
Tagged member ports : 1/0/3

Untagged member ports

Total Entries : 1

TGK-314 (config-vlan) #
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7.217 description (vlan)

[aHHaa komaHAa ncnonb3lyeTca Ana ykaszaHusa onmcaHua VLAN. MNpu ncnonb3oBaHmnu
dbopMbl N0 KOMaHAA BEPHET OMMUCAHME MO YMOYAHMIO.

description STR

no description

MapameTpbl

STR OnucaHune VLAN (He 6onee 64 cumBonos 6e3 npobena).

Mo ymonyaHuio
Her.

Pexum BBOOaAd KOMaHAbI
Pexxum koHourypauum VLAN (VLAN Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJ/T4HaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbI

[ns vcnonb3oBaHWUS AaHHOM KOMaHAbl HEOOXOAMMO MEPENTU B PEXUM KOHPUrypaumm
VLAN (vlan).

Ncnonb3ynTe gaHHyo KOMaHAy, 4Tobbl 3agaTb onmcaHmne VLAN.

Mpumep

B naHHOM npumepe nokasaHo, Kak 3agaTb onmncaHune gnga VLAN 3.

TGK-314# configure terminal

TGK-314 (config) # vlan

TGK-314 (config-vlan)# description VLAN njsa TecTOB

description VLAN mjia TeCTOB

TGK-314 (config-vlan)# do show vlan 3 description

VLAN ID : Description
__________ +___________________________

3 : VLAN nisa TeCTOB

Total Entries : 1

TGK-314 (config-vlan) #
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